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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Theorie

Einschränkungen klassischer Kryptographie-Verfahren

Definition
Im Sinne der Kryptographie bezeichnet man mit Asymetrischen
Funktionen solche, für deren Inverses sich keine einfache
Rechenvorschrift finden lässt. Bei Symmetrischen Funktionen kann
das Inverse ohne Weiteres bestimmt werden.

2 Möglichkeiten
symmetrische Verschlüsselung

erfordert vorher Schlüsselaustausch ⇒ nicht spontan
prinzipiell sicher bei Verwendung von One-Time-Pad

asymmetrische Verschlüsselung
Schlüsselaustausch nicht notwenig ⇒ spontan
prinzipiell nicht sicher
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Anwendung in der Praxis

Berührungspunkte im Alltag

Internetseitenübertragung via https-Protokoll (SSL)
Verschlüsselt abgespeicherte Passwörter
verschlüsselte E-Mails mittels S-MIME oder PGP
Remotezugriff auf Rechner mit Programm ssh
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Anwendung in der Praxis

Zentrales Problem der klassischen Kryptographie

Entweder ist eine Schlüsselübergabe notwendig
oder

die Verschlüsselung ist prinzipiell unsicher.
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Theorie

Lösung des Problems der klassischen Kryptographie

Die Quantenmechanik ermöglicht eine prinzipiell sichere
Schlüsselübergabe, da

der Messprozess den Zustand ändert
quantenmechanisch nicht-deterministische
Zufallszahlengeneratoren realisierbar sind
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Zufallszahlengeneratoren

Man unterscheidet zwischen
deterministischen Zufallszahlengeneratoren
(Zahlen werden durch eine Software-Funktion berechnet)
nicht-deterministischen Zufallszahlengeneratoren

Quantenmechanische Realisierung

Strahlteiler teilt in Abhängig-
keit der Polarisation
gemessen in |V 〉 und |H〉
Weg des Photons |ψ〉 mit
|ψ〉 = |45◦〉 = 1

2 |V 〉+
1
2 |H〉

ist nicht-deterministisch
zufällig
als USB-Stick für 600e

PBS

Abbildung: Zufallsgenerator
auf Basis eines polarisie-
renden Strahlteilers (PBS)
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Photon Number Splitting (PNS) Attack

Anspruch an die Signalübertragung:
Informationskodierung in genau einem Quantenobjekt
um PNS Attack vorzubeugen

Photon Number Splitting (PNS) Attack

Bei der PNS Attack wird die Anzahl der Photonen in einem Puls
gemessen und Photonen für eigene Messungen abgezweigt, falls
mehere Photonen vorhanden sind.

momentan technisch nicht realisierbar
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Rolle der Photonen bei der Signalübertragung

Photonen übertragen Informationen am Schnellsten
Kritische Fehlergrenze: 11 %
Photonen-Verlust limitiert maximale Übertragungsreichweite
Schwache Laser-Pulse (sogenannte weak pulses)

Pulse mit > 1 Photon können nicht ausgeschlossen werden
⇒ PNS Attack möglich
Großteil der Pulse sind leer
geringe Übertragsrate
preiswert und vergleichsweise einfach zu realisieren

Einzelphotonen (siehe Vortrag hierzu)
teuer und vergleichsweise kompliziert bei Erzeugung
erlaubt höhere Übertragungsraten
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Möglichkeiten der Signalleitung

Ohne Medium bzw. Luft
bei ca. 800 nm, da geringe Absorbtion in Luft und bereits
erprobte Photonendetektoren exisiteren
sehr wetterabhängig
Sichtlinie zwischen Sender und Empfänger erforderlich
Bitkodierung in Polarisation

Glasfaser
dominiert in Forschung
Dämpfung: 2 dB/km bei 800 nm; 0.2 dB/km bei 1550 nm
Problem bei Wahl der Wellenlänge:
entweder geringe Dämpfung bei 1550 nm
oder gute Photonendetektion bei 800 nm
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Signalleitung in Glasfaserkabeln

keine Sichtlinie zwischen Alice und Bob
erforderlich
Glasfaser nicht völlig
zylinder-symmetrisch y
Übertragung polarisationabhängig
Verwendung von Time Bin Encoding
für Informationsübertragung, also
Phase statt Polarisation Abbildung: erste

quantenkryptographisch
übermittelte Überweisung
via 1.5km Glasfaserkabel.
[ursin]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Phase Encoding

Information wird als
Phasendifferenz durch 2
Glasfaserkabel übertragen
Informationsrückgewinn bei
Bob durch Interferenzmessung:
I0 ∼ cos2

(
φA−φB+k·∆L

2

)
falls I0 oder I1 null:
Schlüsselerzeugung möglich
Nachteil:
Interferometer-Armlängen
muss konstant gehalten werden

lators (fA and fB), and the path-length difference
(DL), the intensity in the output port labeled ‘‘0’’ is
given by

I05 Ī• cos2 S fA2fB1kDL

2 D , (36)

where k is the wave number and Ī the intensity of the
source. If the phase term is equal to p/21np , where n is
an integer, destructive interference is obtained. There-
fore the intensity registered in port 0 reaches a mini-
mum, and all the light exits from port 1. When the phase
term is equal to np , the situation is reversed: construc-
tive interference is obtained in port 0, while the intensity
in port 1 goes to a minimum. With intermediate phase
settings, light can be recorded in both ports. This device
acts like an optical switch. It is essential to keep the path
difference stable in order to record stationary interfer-
ences.

Although we have discussed the behavior of this inter-
ferometer for classical light, it works exactly the same
when a single photon is injected. The probability of de-
tecting the photon in one output port can be varied by
changing the phase. It is the fiber optic version of
Young’s double-slit experiment, in which the arms of the
interferometer replace the apertures.

This interferometer combined with a single-photon
source and photon-counting detectors can be used for
QC. Alice’s setup consists of the source, the first coupler,
and the first phase modulator, while Bob takes the sec-
ond modulator and coupler, as well as the detectors. Let
us consider the implementation of the four-state BB84
protocol. On the one hand, Alice can apply one of four
phase shifts (0,p/2,p ,3p/2) to encode a bit value. She
associates 0 and p/2 with bit 0, and p and 3p/2 with bit
1. On the other hand, Bob performs a basis choice by
randomly applying a phase shift of either 0 or p/2. He
associates the detector connected to the output port 0
with a bit value of 0, and the detector connected to port
1 with bit 1. When the difference of their phase is equal
to 0 or p, Alice and Bob are using compatible bases and
they obtain deterministic results. In such cases, Alice
can infer from the phase shift she applied the output
port chosen by the photon at Bob’s end and hence the
bit value he registered. Bob, on his side, deduces from
the output port chosen by the photon the phase that

Alice selected. When the phase difference equals p/2 or
3p/2, the bases are incompatible and the photon ran-
domly chooses which port it takes at Bob’s coupler. This
scheme is summarized in Table I. We must stress that it
is essential with this scheme to keep the path difference
stable during a key exchange session. It should not
change by more than a fraction of a wavelength of the
photons. A drift of the length of one arm would indeed
change the phase relation between Alice and Bob and
induce errors in their bit sequence.

It is interesting to note that encoding qubits with two-
path interferometers is formally isomorphic to polariza-
tion encoding. The two arms correspond to a natural
basis, and the weights cj of each qubit state c
5(c1e2if/2,c2eif/2) are determined by the coupling ratio
of the first beamsplitter, while the relative phase f is
introduced in the interferometer. The Poincaré sphere
representation, which applies to all two-level quantum
systems, can also be used to represent phase-coding
states. In this case, the azimuth angle represents the
relative phase between the light that has propagated
along the two arms. The elevation corresponds to the
coupling ratio of the first beamsplitter. States produced
by a switch are on the poles, while those resulting from
the use of a 50/50 beamsplitter lie on the equator. Figure
15 illustrates this analogy. Consequently, all polarization
schemes can also be implemented using phase coding.

FIG. 14. Conceptual interferometric setup for quantum cryp-
tography using an optical fiber Mach-Zehnder interferometer:
LD, laser diode; PM, phase modulator; APD, avalanche pho-
todiode.

TABLE I. Implementation of the BB84 four-state protocol
with phase encoding.

Alice Bob
Bit value fA fB fA2fB Bit value

0 0 0 0 0
0 0 p/2 3p/2 ?
1 p 0 p 1
1 p p/2 p/2 ?
0 p/2 0 p/2 ?
0 p/2 p/2 0 0
1 3p/2 0 3p/2 ?
1 3p/2 p/2 p 1

FIG. 15. Poincaré sphere representation of two-level quantum
states generated by two-path interferometers. The poles corre-
spond to the states generated by an interferometer in which
the first coupler is replaced by a switch. The states generated
with a symmetrical beamsplitter are on the equator. The azi-
muth indicates the phase between the two paths.

169Gisin et al.: Quantum cryptography

Rev. Mod. Phys., Vol. 74, No. 1, January 2002

1

Abbildung: Schema der
Informationskodierung mittels
Phase Encoding. LD, Laser-Diode;
PM, Phasenmodulator; APD,
Detektor.
[Gisin et al., Rev. Mod. Phys. 74,
145 (2002)]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Vorüberlegungen zur Praxis (BB84-Protokoll)

Time Bin Encoding

Information wird als
Phasendifferenz durch 1
Glasfaserkabel übertragen
Phasenmodulation bei Alice
und Bob bestimmen Höhe des
mittleren Bins
Ist mittlerer Bin gleich 0 oder
maximal, lässt sich Schlüssel
generieren
Vorteil: Veränderung der
Armlänge unproblematischer

Abbildung: Schema der
Informationskodierung mittels
Time Bin Encoding. LD, Laser-
Diode; PM, Phasenmodulator;
APD, Detektor.
[Gisin et al., Rev. Mod. Phys. 74,
145 (2002)]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Erhöhung der Sicherheit beim BB84-Protokoll

Decoy State Protokoll

“Decoy State” = “Köder Zustand”
gegen PNS Attack bei Verwendung von schwachen Pulsen
benötigt nur bekannte Technologien

Funktionsweise

sog. Signal-Puls und Decoy-Puls gleichen sich in allen
Eigenschaften außer durchschnittlicher Photonenanzahl
PNS Attack kann nur von Photonenanzahl abhängen
Vergleich von erwarteter Detektions- und Fehlerrate lässt Eve
auffliegen

Quantenkryptographie II (R. Riemann) 14



Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Alternatives Protokoll

Protokoll auf Basis von verschränkten Zuständen

Idee 1991 von Artur Ekert vorgestellt:
Ekert-Protokoll oder Eke91
Verwendung von One-Time-Pad
Ablauf

Alice und Bob messen in zufälligen
Basen die Polarisation
bei gleicher Basis: Schlüssel-
generierung, da selbe Ergebnisse
bei versch. Basis: Test auf Verletzung
der Bell’schen Ungleichung
falls Test negativ: keine
Verschränkung ⇒ Lauschangriff

Abbildung: Schema zum
Ekert-Protokoll.
[uni-erlangen]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Übertragung in Luft

144 km in Luft (2007)

durchgeführt von Gruppe um T. Schmitt-Manderbach
Distanz 144 km zwischen La Palma und Teneriffa
(vergleichbar zu erdnahen Satelliten)
Verwendung des BB84 Protokolls mit Decoy-State Erweiterung
stetige Nachjustierung durch bidirektionale Kalibrationslaser
von Bob zu Alice
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Aufbau

nication becomes approximately independent of the link
loss and the key rate scales equally to the single photon
case.

Here we report on successful quantum key distribution
over a real distance of 144 km. This link between the
Canary islands of La Palma and Tenerife has a path length
through atmosphere much longer than from LEO satellites
to a ground station and serves as a realistic test bed for
future quantum communication to space [11]. We devel-
oped bidirectional tracking of the telescopes [5] for con-
tinuous optimization of the link efficiency reaching a
transmission as high as �30 dB. Because of stray light
and dark counts, secure communication over such a dis-
tance would not be possible anymore with the Bennett-
Brassard 1984 (BB84) protocol. We demonstrate how
decoy-state analysis enables one to ensure the secrecy of
the key.

The Poissonian photon statistics of attenuated laser
pulses makes eavesdropping possible. Multiphoton pulses
emitted by the transmitter will contribute to the key, but
potentially could have been attacked by an eavesdropper. If
� is the fraction of such so-called tagged photons, the
lower bound for the secure key rate is [12]

 R �
p
2
f�1� ���1� �� � f�QBER�H�QBER�g: (1)

The factor p is the probability for Bob detecting a signal
pulse and QBER (quantum bit error ratio) is the ratio
between false bits and all bits of the sifted key.
H�QBER� is the binary entropy function, and f�QBER�
is the bidirectional error correction rate. The value � �
log2�1� 4�� 4�2�, with � � QBER

1�� , is the fraction of bits,
which has to be discarded during privacy amplification to
ensure that an eavesdropper has less than 1 bit of informa-
tion of the final key [13].

The simplest attack for an eavesdropper is the beam-
splitting attack, where he can access all photons not de-
tected by the receiver. However, the information gained by
such an attack, and thus also the fraction �, saturate for
higher loss, which makes such an attack not very effective.
On the contrary, for the PNS attack � can reach 1.

The decoy-state method now enables one to determine
an upper bound for � directly from the data taken in the
key generation process. For that purpose, several different
values �i for the mean photon number are used at random
when sending the attenuated pulses. Coherent states with
mean photon numbers less than one are not orthogonal to
each other, and thus not distinguishable for the eavesdrop-
per. Thus, without knowing the particular attenuation, the
photon number subtraction done in the PNS attack cannot
be adopted to the respective value. This leads to detectable
changes in the photon statistics, which finally reveal the
attack.

In our experiment, in addition to the signal pulses with
mean attenuation �S, the transmitter also emits decoy
pulses with a mean photon number of �d > �S, and

‘‘pulses’’ with no light at all, �0 � 0 [14]. By finally
evaluating the detection probabilities Qi (at the receiver’s
detectors) corresponding to pulses with mean photon num-
bers �i (i 2 f0; S; dg), one can calculate an upper bound
for the fraction of tagged bits:

 � 	 �inf �
�S

�d ��S

�
�Se��SQd

�de��dQS
� 1

�
�
�Se��SQ0

�dQS
:

(2)

�inf will have a minimum value, which already accounts
for the beam-splitting attack or other attacks, which do not
change the Poissonian photon statistics and thus cannot be
discriminated from losses. For all other attacks, �inf will
increase according to the amount of information that could
have been gathered by the adversary.

In the experiment (Fig. 2) the optics of the QKD trans-
mitter (Alice) consisted of four laser diodes, whose orien-
tation was rotated by 45
 relative to the neighboring ones.
At a clock rate of R0 � 10 MHz one of them emitted a 2 ns
optical pulse centered at 850 nm with a full width at half
maximum (FWHM) of 1.5 nm, according to random bit
values, that were generated beforehand by a physical ran-
dom number generator and stored on Alice’s hard disk. The
output beams of all diodes were overlapped by a concave-
convex pair of conical mirrors and coupled into a single
mode optical fiber running to the transmitter telescope.
Decoy pulses at higher �d were randomly interspersed in
the signal sequence by firing two randomly chosen diodes
simultaneously [15]. For the empty decoy pulses, the elec-
trical pulse driving the laser diode was suppressed. The
mean photon number for all decoy states was monitored
with a calibrated single photon detector at one of the output
ports of a 50:50 fiber beam splitter before coupling to the
telescope. Single photon polarization analysis was per-
formed inside the transmitter telescope to correct changes
along the fiber.

 

Alice
Control

GPS
Clock

BS
PBS

PBS

HWPTime
tagging

GPS
Clock

PC

HWP

m
m 6101

OGS
telescope

Transmitter

CCD
Tracking laser

fiber
BS Tracking laser

144 km

Polarization compensation

Internet

PC

APD

Receiver

TenerifeLa Palma

Internet

FIG. 2 (color online). Schematics of the experimental setup on
the two canary islands. BS, beam splitter; PBS, polarizing beam
splitter; HWP, half-wave plate; APD, avalanche photo diode.

PRL 98, 010504 (2007) P H Y S I C A L R E V I E W L E T T E R S week ending
5 JANUARY 2007

010504-2

Abbildung: Schema zum Experiment.
[Schmitt-Manderbach et al., Phys. Rev. Lett. 98, 010504 (2007)]



Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Übertragung in Luft

Fotos

Abbildung: Transmitter (Alice). [ursin] Abbildung: Receiver
(Bob). [ursin]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Übertragung in Glasfaser

122 km über Standard-Kommunikations-Glasfaser (2005) I

Aufbau

Verbesserung durch
Minimierung von

“detector dark count noise”
“stray”-Photons

Mach-Zehnder Interferometer
mit Phasenmodulation

Abbildung: Produktfoto Toshiba

Quantenkryptographie II (R. Riemann) 19



Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Übertragung in Glasfaser

122 km über Standard-Kommunikations-Glasfaser (2005) II

Ergebnis

Fehler gemittelt über 2 min.
bei 122km: 8.9 %
Schlüsselbildungsrate:
bis zu 1.9 kbit/s
Dämpfung: ca. 0.21 dB/km
(vgl. Telek. 0.2 dB/km)
Verbesserungsmöglichkeiten

bessere Photonendetektion
anderes Protokoll

counts and stray light. The simulation, including both modu-
lation errors and erroneous counts, shown as the solid line in
Fig. 3, fit the experimental data well. At 122 km, the QBER
averaged over a 2 min key transfer is typically 8.9%. This
error rate is below the 11% limit,2 thus allowing us to per-
form error correction and privacy amplification to form a
shared key as described below.

The sifted bit rate, as shown in Fig. 4, decreases with
increasing fiber length at a rate of;0.21 dB/km, close to the
specified value of standard single mode telecom fiber. The
average sifted raw bit rate is 3.4 kbits/s for 4.4 km of fiber,
falling to 23.4 and 9.2 bits/s for 101 and 122 km, respec-
tively. To form a secure key we first applied a Cascade error
correction routine,4 followed by Privacy Amplification,
which compressed the reconciled key to a much shorter
one13 and thereby reduced the information known to Eve.
The open symbols in Fig. 4 show the key formation rate
after error correction and privacy amplification. At QBER
e53.3%, the key formation rate is around half of the sifted
raw bit rate, while ate58.9% the key formation rate falls to
4.6% of the sifted raw bit rate.

The net bit rate falls to zero when the QBER approaches
the security limit of 11%.2 Interpolation of the collected data
suggests the current system will approach the security limit
~i.e., QBER,11%! with a fiber length of 130 km. By elimi-
nating the modulation errors and with better rejection of the
clock laser light, the range of the system could be extended
to 165 km. Indeed, the visibility of the quantum interference
~m50.1! is measured to be 86% for a 165.8 km link after
removing stray light by electronically synchronizing Bob’s
detector, suggesting that a QBER of 7.0% and therefore suc-
cessful QKD is achievable at this length. Further increases
would then rely upon improvements in single photon detec-
tion technology, the receiver’s transmission and the key for-
mation protocols.

We discuss now pulse splitting attacks, where Eve uses
the multi-photon photon pulses inevitably generated by a la-
ser diode to gain information about the key.13,14In an optimal
attack, Eve replaces her link to Bob with a lossless channel
and allows only the multi-photon pulses to pass to Bob after
removing exactly one photon for measurement. Such an at-
tack is not feasible using today’s technology, but is important
to consider for guaranteeing unconditional security. To be
secure from this attack in the worst case, the bit rate mea-
sured by Bob must exceed the rate of multi-photon pulses
generated by Alice.14 This condition imposes a limit of;50
km for the current system. Unconditional security may be
achieved for longer fibers and with higher bit rates by replac-
ing the attenuated pulsed laser diode in the current system
with a true single photon source.15 Free space QKD with a
single photon source has recently been demonstrated.16,17

In summary, we have demonstrated quantum key distri-
bution over 122 km of standard telecom fiber using the BB84
protocol. The QBER at 122 km was measured as 8.9%. The
dominant contributions to the QBER were identified as aris-
ing from phase modulation errors, false counts due to stray
clock laser photons and detector dark counts, indicating fur-
ther improvements in the range of quantum cryptography
may be possible.
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Abbildung: Bitrate in Abhängigkeit
von der Glasfaserkabellänge.
[Gobby et al., Appl. Phys. Lett. 84,
3762 (2004)]
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Dilemma der klass. Kryptographie Einzelheiten zur Quanten-Kryptographie Experimente

Zusammenfassung

Bisherige Ergebnisse und Ausblick

Bisher erreicht
Größenordnung 150 km Übertragungsreichweite in Luft und
Glasfaser
bei gleichzeitigem Fehler unterhalb von 11% (Stand 2007)

Aktuelle Forschungsschwerpunkte
Erhöhung der Reichweite
Erhöhung der Übertragungsgeschwindigkeit
Forschung an Einzelphotonenquellen
Verbesserung von Detektoren
Methoden zur Signalverstärkung
globale Quantenkryptographie über erdnahe Satelliten
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Quellen Backup

Klassische Kryptographie

Beispiel einer asymmetrischen Verschlüsselung

Verschlüsselung

f (x) = xa mod b

Entschlüsselung

x(f ) = f c mod b

(a, b) speziell gewählt, bilden öffentlichen Schlüssel
Sicherheit beruht auf Schwierigkeit c = c(a, b) zu finden
c ist privater Schlüssel
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Phase Encoding - alte Version

Information wird als
Phasendifferenz durch 2
Glasfaserkabel übertragen
Informationsrückgewinn bei
Bob durch Interferenzmessung:
I0 ∼ cos2

(
φA−φB+k·∆L

2

)
φA = 0, π

2 entspricht Bit 0,
φA = π, 3π

2 entspricht Bit 1
Bob wählt Basis: φB = 0, π

2

Bei entsprechender Basiswahl:
Schlüsselbildung möglich

lators (fA and fB), and the path-length difference
(DL), the intensity in the output port labeled ‘‘0’’ is
given by

I05 Ī• cos2 S fA2fB1kDL

2 D , (36)

where k is the wave number and Ī the intensity of the
source. If the phase term is equal to p/21np , where n is
an integer, destructive interference is obtained. There-
fore the intensity registered in port 0 reaches a mini-
mum, and all the light exits from port 1. When the phase
term is equal to np , the situation is reversed: construc-
tive interference is obtained in port 0, while the intensity
in port 1 goes to a minimum. With intermediate phase
settings, light can be recorded in both ports. This device
acts like an optical switch. It is essential to keep the path
difference stable in order to record stationary interfer-
ences.

Although we have discussed the behavior of this inter-
ferometer for classical light, it works exactly the same
when a single photon is injected. The probability of de-
tecting the photon in one output port can be varied by
changing the phase. It is the fiber optic version of
Young’s double-slit experiment, in which the arms of the
interferometer replace the apertures.

This interferometer combined with a single-photon
source and photon-counting detectors can be used for
QC. Alice’s setup consists of the source, the first coupler,
and the first phase modulator, while Bob takes the sec-
ond modulator and coupler, as well as the detectors. Let
us consider the implementation of the four-state BB84
protocol. On the one hand, Alice can apply one of four
phase shifts (0,p/2,p ,3p/2) to encode a bit value. She
associates 0 and p/2 with bit 0, and p and 3p/2 with bit
1. On the other hand, Bob performs a basis choice by
randomly applying a phase shift of either 0 or p/2. He
associates the detector connected to the output port 0
with a bit value of 0, and the detector connected to port
1 with bit 1. When the difference of their phase is equal
to 0 or p, Alice and Bob are using compatible bases and
they obtain deterministic results. In such cases, Alice
can infer from the phase shift she applied the output
port chosen by the photon at Bob’s end and hence the
bit value he registered. Bob, on his side, deduces from
the output port chosen by the photon the phase that

Alice selected. When the phase difference equals p/2 or
3p/2, the bases are incompatible and the photon ran-
domly chooses which port it takes at Bob’s coupler. This
scheme is summarized in Table I. We must stress that it
is essential with this scheme to keep the path difference
stable during a key exchange session. It should not
change by more than a fraction of a wavelength of the
photons. A drift of the length of one arm would indeed
change the phase relation between Alice and Bob and
induce errors in their bit sequence.

It is interesting to note that encoding qubits with two-
path interferometers is formally isomorphic to polariza-
tion encoding. The two arms correspond to a natural
basis, and the weights cj of each qubit state c
5(c1e2if/2,c2eif/2) are determined by the coupling ratio
of the first beamsplitter, while the relative phase f is
introduced in the interferometer. The Poincaré sphere
representation, which applies to all two-level quantum
systems, can also be used to represent phase-coding
states. In this case, the azimuth angle represents the
relative phase between the light that has propagated
along the two arms. The elevation corresponds to the
coupling ratio of the first beamsplitter. States produced
by a switch are on the poles, while those resulting from
the use of a 50/50 beamsplitter lie on the equator. Figure
15 illustrates this analogy. Consequently, all polarization
schemes can also be implemented using phase coding.

FIG. 14. Conceptual interferometric setup for quantum cryp-
tography using an optical fiber Mach-Zehnder interferometer:
LD, laser diode; PM, phase modulator; APD, avalanche pho-
todiode.

TABLE I. Implementation of the BB84 four-state protocol
with phase encoding.

Alice Bob
Bit value fA fB fA2fB Bit value

0 0 0 0 0
0 0 p/2 3p/2 ?
1 p 0 p 1
1 p p/2 p/2 ?
0 p/2 0 p/2 ?
0 p/2 p/2 0 0
1 3p/2 0 3p/2 ?
1 3p/2 p/2 p 1

FIG. 15. Poincaré sphere representation of two-level quantum
states generated by two-path interferometers. The poles corre-
spond to the states generated by an interferometer in which
the first coupler is replaced by a switch. The states generated
with a symmetrical beamsplitter are on the equator. The azi-
muth indicates the phase between the two paths.

169Gisin et al.: Quantum cryptography
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Abbildung: Schema der
Informationskodierung mittels
Phase Encoding. LD, Laser-Diode;
PM, Phasenmodulator; APD,
Detektor. [Gisin et al.]
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Abbildung: Zufallsgenerator als USB-Modul. [uni-erlangen]
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