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EXPLANATORY MEMORANDUM

1 CONTEXT OF THE PROPOSAL

This explanatory memorandum presents in further detail the proposed new legal framework
for the protection of persona data in the EU as set out in Communication COM (2012) 9
final. The proposed new legal framework consists of two legislative proposals:

— a proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation), and

— aproposal for a Directive of the European Parliament and of the Council on the protection
of individuals with regard to the processing of personal data by competent authorities for
the purposes of prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and the free movement of such data’.

This explanatory memorandum concerns the legislative proposal for a Genera Data
Protection Regulation.

The centrepiece of existing EU legislation on personal data protection, Directive 95/46/EC3,
was adopted in 1995 with two objectives in mind: to protect the fundamental right to data
protection and to guarantee the free flow of persona data between Member States. It was
complemented by Framework Decision 2008/977/JHA as a general instrument at Union level
for the protection of personal datain the areas of police co-operation and judicial co-operation
in criminal matters®.

Rapid technological developments have brought new challenges for the protection of personal
data. The scale of data sharing and collecting has increased dramatically. Technology allows
both private companies and public authorities to make use of persona data on an
unprecedented scale in order to pursue their activities. Individuals increasingly make personal
information available publicly and globally. Technology has transformed both the economy
and socid life.

Building trust in the online environment is key to economic development. Lack of trust makes
consumers hesitate to buy online and adopt new services. This risks slowing down the
development of innovative uses of new technologies. Personal data protection therefore plays

“Safeguarding Privacy in a Connected World — A European Data Protection Framework for the 21st
Century” COM(2012) 9 final.

2 COM(2012) 10 final.

3 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data, OJ L 281, 23.11.1995, p.31.

Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of persona data
processed in the framework of police and judicia cooperation in crimina matters, OJ L 350,
30.12.2008, p. 60 (‘ Framework Decision’).

(78)

(79)

(80)

(81)

(82)

(83)

(84)

Cross-border flows of personal data are necessary for the expansion of international
trade and international co-operation. The increase in these flows has raised new
challenges and concerns with respect to the protection of personal data. However,
when personal data are transferred from the Union to third countries or to international
organisations, the level of protection of individuals guaranteed in the Union by this
Regulation should not be undermined. In any event, transfers to third countries may
only be carried out in full compliance with this Regulation.

This Regulation is without prejudice to international agreements concluded between
the Union and third countries regulating the transfer of persona data including
appropriate safeguards for the data subjects.

The Commission may decide with effect for the entire Union that certain third
countries, or a territory or a processing sector within a third country, or an
international organisation, offer an adequate level of data protection, thus providing
legal certainty and uniformity throughout the Union as regards the third countries or
international organisations which are considered to provide such level of protection. In
these cases, transfers of persona data to these countries may take place without
needing to obtain any further authorisation.

In line with the fundamental values on which the Union is founded, in particular the
protection of human rights, the Commission should, in its assessment of the third
country, take into account how a given third country respects the rule of law, accessto
justice as well asinternational human rights norms and standards.

The Commission may equally recognise that a third country, or a territory or a
processing sector within a third country, or an international organisation offers no
adequate level of data protection. Consequently the transfer of personal data to that
third country should be prohibited. In that case, provision should be made for
consultations between the Commission and such third countries or international
organisations.

In the absence of an adeguacy decision, the controller or processor should take
measures to compensate for the lack of data protection in a third country by way of
appropriate safeguards for the data subject. Such appropriate safeguards may consist
of making use of binding corporate rules, standard data protection clauses adopted by
the Commission, standard data protection clauses adopted by a supervisory authority
or contractual clauses authorised by a supervisory authority, or other suitable and
proportionate measures justified in the light of al the circumstances surrounding a
data transfer operation or set of data transfer operations and where authorised by a
supervisory authority.

The possibility for the controller or processor to use standard data protection clauses
adopted by the Commission or by a supervisory authority should neither prevent the
possibility for controllers or processors to include the standard data protection clauses
in awider contract nor to add other clauses as long as they do not contradict, directly
or indirectly, the standard contractual clauses adopted by the Commission or by a
supervisory authority or prejudice the fundamental rights or freedoms of the data
subjects.
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— From 9 July to 31 December 2009, the Consultation on the legal framework for the
fundamental right to the protection of personal data. The Commission received 168
responses, 127 from individuals, business organisations and associations and 12 from
public authorities.*®

— From 4 November 2010 to 15 January 2011, the Consultation on the Commission's
comprehensive approach on personal data protection in the European Union. The
Commission received 305 responses, of which 54 from citizens, 31 from public authorities
and 220 from private organisations, in particular business associations and non-
governmental organisations.™*

Targeted consultations were also conducted with key stakeholders, specific events were
organised in June and July 2010 with Member State authorities and with private sector
stakeholders, aswell as privacy, data protection and consumers' organisations'®. In November
2010, European Commission’s Vice-President Reding organised a roundtable on the data
protection reform. On 28 January 2011 (Data Protection Day), the European Commission and
the Council of Europe co-organised a high level conference to discuss issues related to the
reform of the EU legal framework as well as to the need for common data protection
standards worldwide'. Two conferences on data protection were hosted by the Hungarian and
Polish Presidencies of the Council on 16-17 June 2011 and on 21 September 2011
respectively.

Dedicated workshops and seminars on specific issues were held throughout 2011. In January
ENISAY organised a workshop on data breach notifications in Europe'®. In February, the
Commission convened a workshop with Member States authorities to discuss data protection
issues in the area of police co-operation and judicial co-operation in criminal matters,
including the implementation of the Framework Decision, and the Fundamental Rights
Agency held a stakeholder consultation meeting on "Data Protection and Privacy". A
discussion on key issues of the reform was held on 13 July 2011 with national Data Protection
Authorities. EU citizens were consulted through a Eurobarometer survey held in November-
December 2010, A number of studies were also launched.®® The “Article 29 Working
Party"?" provided several opinions and useful input to the Commission?. The European Data

B The non-confidential contributions can be consulted on the Commission's website:

http://ec.europa.eu/justice/newsroom/data-protection/opinion/090709_en.htm.

The non-confidential contributions can be consulted on the Commission's website:

http://ec.europa.eu/j ustice/newsroom/data-protection/opinion/101104 en.htm.

http://ec.europa.eu/j ustice/newsroom/data-protection/events/100701_en.htm.

16 http://www.coe.int/t/dghl/standardsetting/dataprotection/Data_protection_day2011_en.asp.

v European Network and Information Security Agency, dealing with security issues related to

communication networks and information systems.

See http://www.eni sa.europa.eu/act/it/data-breach-notification.

b Special Eurobarometer (EB) 359, Data Protection and Electronic Identity in the EU (2011):

http://ec.europa.eu/public_opinion/archives/ebs/ebs 359 en.pdf.

See the Study on the economic benefits of privacy enhancing technologies and the Comparative study

on different approaches to new privacy challenges, in particular in the light of technological

devel opments, January 2010

(http://ec.europa.eu/justice/policies/privacy/docs/studies/new_privacy challenges/final_report_en.pdf)..

2 The Working Party was set up in 1996 (by Article 29 of Directive 95/46/EC) with advisory status and
composed of representatives of national Data Protection Supervisory Authorities (DPAS), the European
Data Protection Supervisor (EDPS) and the Commission. For more information on its activities see
http://ec.europa.eu/justice/policies/privacy/workinggroup/index_en.htm.
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protected. When establishing technical standards and organisational measures to
ensure security of processing, the Commission should promote technological
neutrality, interoperability and innovation, and, where appropriate, cooperate with
third countries.

A persona data breach may, if not addressed in an adequate and timely manner, result
in substantial economic loss and socia harm, including identity fraud, to the individual
concerned. Therefore, as soon as the controller becomes aware that such a breach has
occurred, the controller should notify the breach to the supervisory authority without
undue delay and, where feasible, within 24 hours. Where this cannot achieved within
24 hours, an explanation of the reasons for the delay should accompany the
notification. The individuals whose personal data could be adversely affected by the
breach should be notified without undue delay in order to alow them to take the
necessary precautions. A breach should be considered as adversely affecting the
personal data or privacy of a data subject where it could result in, for example, identity
theft or fraud, physical harm, significant humiliation or damage to reputation. The
notification should describe the nature of the personal data breach as well as
recommendations as well as recommendations for the individual concerned to mitigate
potential adverse effects. Notifications to data subjects should be made as soon as
reasonably feasible, and in close cooperation with the supervisory authority and
respecting guidance provided by it or other relevant authorities (e.g. law enforcement
authorities). For example, the chance for data subjects to mitigate an immediate risk of
harm would call for a prompt notification of data subjects whereas the need to
implement appropriate measures against continuing or similar data breaches may
justify alonger delay.

In order to determine whether a personal data breach is notified to the supervisory
authority and to the data subject without undue delay, it should be ascertained whether
the controller has implemented and applied appropriate technological protection and
organisational measures to establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory authority and the data subject,
before a damage to personal and economic interests occurs, taking into account in
particular the nature and gravity of the personal data breach and its consequences and
adverse effects for the data subject.

In setting detailed rules concerning the format and procedures applicable to the
notification of personal data breaches, due consideration should be given to the
circumstances of the breach, including whether or not personal data had been protected
by appropriate technical protection measures, effectively limiting the likelihood of
identity fraud or other forms of misuse. Moreover, such rules and procedures should
take into account the legitimate interests of law enforcement authorities in cases where
early disclosure could unnecessarily hamper the investigation of the circumstances of a
breach.

Directive 95/46/EC provided for a genera obligation to notify processing of personal
data to the supervisory authorities. While this obligation produces administrative and
financial burdens, it did not in all cases contribute to improving the protection of
personal data. Therefore such indiscriminate general notification obligation should be
abolished, and replaced by effective procedures and mechanism which focus instead
on those processing operations which are likely to present specific risks to the rights
and freedoms of data subjects by virtue of their nature, their scope or their purposes. In
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institutions), its social impact and effect on fundamental rights. Environmental impacts were
not observed. The analysis of the overall impact led to the development of the preferred
policy option which is based on the second option with some elements from the other two
options and incorporated in the present proposal. According to the impact assessment, its
implementation will lead inter alia to considerable improvements regarding legal certainty for
data controllers and citizens, reduction of administrative burden, consistency of data
protection enforcement in the Union, the effective possibility of individuals to exercise their
data protection rights to the protection of persona data within the EU and the efficiency of
data protection supervision and enforcement. Implementation of the preferred policy options
are aso expected to contribute to the Commission's objective of simplification and reduction
of administrative burden and to the objectives of the Digitad Agenda for Europe, the
Stockholm Action Plan and the Europe 2020 strategy.

The Impact Assessment Board delivered an opinion on the draft impact assessment on
9 September 2011. Following the IAB opinion, the following changes were made to the
impact assessment:

— The objectives of the current legal framework (to what extent they were achieved, and to
what extent they were not), as well as the objectives of the envisaged reform were
clarified;

— More evidence and additional explanationg/clarification were added to the problems
definition section;

— A section on proportionality was added;

— All calculations and estimations related to administrative burden in the baseline scenario
and in the preferred option have been entirely reviewed and revised, and the relation
between the costs of notifications and the overall fragmentation costs has been clarified
(including Annex 10);

— Impacts on micro, small and medium enterprises, particularly of data protection officers
and data protection impact assessments have been better specified.

The impact assessment report and an executive summary are published with the proposals.

3. LEGAL ELEMENTSOF THE PROPOSAL
3.1 Legal Basis

This proposal is based on Article 16 TFEU, which is the new legal basis for the adoption of
data protection rules introduced by the Lisbon Treaty. This provision alows the adoption of
rules relating to the protection of individuals with regard to the processing of personal data by
Member States when carrying out activities which fall within the scope of Union law. It also
allows the adoption of rules relating to the free movement of personal data, including personal
data processed by Member States or private parties.

A Regulation is considered to be the most appropriate legal instrument to define the
framework for the protection of personal data in the Union. The direct applicability of a
Regulation in accordance with Article 288 TFEU will reduce legal fragmentation and provide
greater legal certainty by introducing a harmonised set of core rules, improving the protection
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freedom of expression, when required by law or where there is a reason to restrict the
processing of the datainstead of erasing them.

To strengthen the 'right to be forgotten' in the online environment, the right to erasure
should also be extended in such a way that a controller who has made the personal
data public should be obliged to inform third parties which are processing such data
that a data subject requests them to erase any links to, or copies or replications of that
personal data. To ensure this information, the controller should take all reasonable
steps, including technical measures, in relation to data for the publication of which the
controller is responsible. In relation to a third party publication of personal data, the
controller should be considered responsible for the publication, where the controller
has authorised the publication by the third party.

To further strengthen the control over their own data and their right of access, data
subjects should have the right, where personal data are processed by electronic means
and in a structured and commonly used format, to obtain a copy of the data concerning
them aso in commonly used electronic format. The data subject should aso be
allowed to transmit those data, which they have provided, from one automated
application, such as a social network, into another one. This should apply where the
data subject provided the data to the automated processing system, based on their
consent or in the performance of a contract.

In cases where personal data might lawfully be processed to protect the vital interests
of the data subject, or on grounds of public interest, official authority or the legitimate
interests of a controller, any data subject should nevertheless be entitled to object to
the processing of any data relating to them. The burden of proof should be on the
controller to demonstrate that their legitimate interests may override the interests or
the fundamental rights and freedoms of the data subject.

Where personal data are processed for the purposes of direct marketing, the data
subject should have the right to object to such processing free of charge and in a
manner that can be easily and effectively invoked..

Every natural person should have the right not to be subject to a measure which is
based on profiling by means of automated processing. However, such measure should
be allowed when expressly authorised by law, carried out in the course of entering or
performance of a contract, or when the data subject has given his consent. In any case,
such processing should be subject to suitable safeguards, including specific
information of the data subject and the right to obtain human intervention and that
such measure should not concern a child.

Restrictions on specific principles and on the rights of information, access,
rectification and erasure or on the right to data portability, the right to object, measures
based on profiling, as well as on the communication of a personal data breach to adata
subject and on certain related obligations of the controllers may be imposed by Union
or Member State law, as far as necessary and proportionate in a democratic society to
safeguard public security, including the protection of human life especially in response
to natural or man made disasters, the prevention, investigation and prosecution of
criminal offences or of breaches of ethics for regulated professions, other public
interests of the Union or of a Member State, in particular an important economic or
financial interest of the Union or of a Member State, or the protection of the data
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relation to its function in society®®. Data protection is closely linked to respect for private and
family life protected by Article 7 of the Charter. Thisis reflected by Article 1(1) of Directive
95/46/EC which provides that Member States shall protect fundamental rights and freedoms
of natural persons and in particular their right to privacy with respect of the processing of
personal data.

Other potentially affected fundamental rights enshrined in the Charter are the following:
freedom of expression (Article 11 of the Charter); freedom to conduct a business (Article 16);
the right to property and in particular the protection of intellectual property (Article 17(2));
the prohibition of any discrimination amongst others on grounds such as race, ethnic origin,
genetic features, religion or belief, political opinion or any other opinion, disability or sexual
orientation (Article 21); the rights of the child (Article 24); the right to a high level of human
health care (Article 35); the right of access to documents (Article 42); the right to an effective
remedy and afair trial (Article 47).

34. Detailed explanation of the proposal

34.1. CHAPTERI - GENERAL PROVISONS

Article 1 defines subject matter of the Regulation, and, asin Article 1 of Directive 95/46/EC,
sets out the two objectives of the Regulation.

Article 2 determines the material scope of the Regulation.
Article 3 determines the territorial scope of the Regulation.

Article 4 contains definitions of terms used in the Regulation. While some definitions are
taken over from Directive 95/46/EC, others are modified, complemented with additional
elements, or newly introduced (‘ personal data breach’ based on Article 2(h) of the e-privacy
Directive 2002/58/EC* as amended by Directive 2009/136/EC™, ‘genetic data’, ‘biometric
data’, ‘data concerning health’, ‘main establishment’, ‘representative’, ‘enterprise’, ‘ group of
undertakings’, ‘binding corporate rules’, and of a ‘child which is based on the United
Nation’s Convention on the Rights of the Child®*, and 'supervisory authority’).

= In line with Article 52(1) of the Charter, limitations may be imposed on the exercise of the right to data

protection as long as the limitations are provided for by law, respect the essence of the right and
freedoms and, subject to the principle of proportionality, are necessary and genuinely meet objectives of
general interest recognised by the European Union or the need to protect the rights and freedoms of
others.

» Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector
(Directive on privacy and electronic communications), OJ L 201, 31/07/2002, p. 37.

% Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending

Directive 2002/22/EC on universal service and users' rights relating to electronic communications

networks and services, Directive 2002/58/EC concerning the processing of persona data and the

protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on
cooperation between national authorities responsible for the enforcement of consumer protection laws

Text with EEA relevance; OJL 337, 18.12.2009, p. 11.

Adopted and opened for signature, ratification and accession by the United Nations General Assembly

resolution 44/25 of 20.11.1989.
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(41)

(42)

CS)

(44)

(45)

(46)

(47)

principles set out by this Regulation and in particular the information of the data
subject on those other purposes should be ensured.

Personal data which are, by their nature, particularly sensitive and vulnerable in
relation to fundamental rights or privacy, deserve specific protection. Such data should
not be processed, unless the data subject gives his explicit consent. However,
derogations from this prohibition should be explicitly provided for in respect of
specific needs, in particular where the processing is carried out in the course of
legitimate activities by certain associations or foundations the purpose of which is to
permit the exercise of fundamental freedoms.

Derogating from the prohibition on processing sensitive categories of data should also
be alowed if done by a law, and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where grounds of public interest so justify
and in particular for health purposes, including public health and social protection and
the management of health-care services, especialy in order to ensure the quality and
cost-effectiveness of the procedures used for settling claims for benefits and services
in the health insurance system, or for historical, statistical and scientific research
purposes.

Moreover, the processing of personal data by official authorities for achieving aims,
laid down in constitutional law or internationa public law, of officialy recognised
religious associations is carried out on grounds of public interest.

Where in the course of electoral activities, the operation of the democratic system
requires in a Member State that political parties compile data on people's political
opinions, the processing of such data may be permitted for reasons of public interest,
provided that appropriate safeguards are established.

If the data processed by a controller do not permit the controller to identify a natural
person, the data controller should not be obliged to acquire additional information in
order to identify the data subject for the sole purpose of complying with any provision
of this Regulation. In case of a request for access, the controller should be entitled to
ask the data subject for further information to enable the data controller to locate the
personal data which that person seeks.

The principle of transparency requires that any information addressed to the public or
to the data subject should be easily accessible and easy to understand, and that clear
and plain language is used. Thisisin particular relevant where in situations, such as
online advertising, the proliferation of actors and the technological complexity of
practice makes it difficult for the data subject to know and understand if personal data
relating to them are being collected, by whom and for what purpose. Given that
children deserve specific protection, any information and communication, where
processing is addressed specifically to a child, should be in such a clear and plain
language that the child can easily understand.

Modalities should be provided for facilitating the data subject’s exercise of their rights
provided by this Regulation, including mechanisms to request, free of charge, in
particular access to data, rectification, erasure and to exercise the right to object. The
controller should be obliged to respond to requests of the data subject within a fixed
deadline and give reasons, in case he does not comply with the data subject's request.
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international transfers and to the source from which the data are originating. It also maintains
the possible derogations in Directive 95/46/EC, e.g. there will be no such obligation if the
recording or disclosure are expressly provided by law. This could apply for example in
proceedings by competition authorities, tax or customs administrations, or services competent
for social security matters.

Article 15 provides the data subject's right of access to their personal data, building on Article
12(a) of Directive 95/46/EC and adding new elements, such as to inform the data subjects of
the storage period, and of the rights to rectification and to erasure and to lodge a complaint.

3.4.3.3. Section 3 — Rectification and erasure

Article 16 sets out the data subject's right to rectification, based on Article 12(b) of Directive
95/46/EC.

Article 17 provides the data subject's right to be forgotten and to erasure. It further elaborates
and specifies the right of erasure provided for in Article 12(b) of Directive 95/46/EC and
provides the conditions of the right to be forgotten, including the obligation of the controller
which has made the personal data public to inform third parties on the data subject's request to
erase any links to, or copy or replication of that persona data. It also integrates the right to
have the processing restricted in certain cases, avoiding the ambiguous terminology
“blocking”.

Article 18 introduces the data subject's right to data portability, i.e. to transfer data from one
electronic processing system to and into another, without being prevented from doing so by
the controller. As a precondition and in order to further improve access of individuals to their
personal data, it provides the right to obtain from the controller those data in a structured and
commonly used electronic format.

3.4.3.4. Section 4 —Right to object and profiling

Article 19 provides for the data subject's rights to object. It is based on Article 14 of Directive
95/46/EC, with some modifications, including as regards the burden of proof and its
application to direct marketing.

Article 20 concerns the data subject's right not to be subject to a measure based on profiling. It
builds on, with modifications and additional safeguards, Article 15(1) of Directive 95/46 on
automated individual decisions, and takes account of the Council of Europe's recommendation
on profiling™.

3.4.3.5. Section 5— Restrictions

Article 21 clarifies the empowerment for the Union or Member States to maintain or
introduce restrictions of principles laid down in Article 5 and of the data subject's rights laid
downin Articles 11 to 20 and in Article 32. This provision is based on Article 13 of Directive
95/46/EC and on the requirements stemming from the Charter of Fundamental Rights and the
European Convention for the Protection of Human Rights and Fundamental Freedoms, as
interpreted by the Court of Justice of the EU and the European Court of Human Rights.

s CM/Rec (2010)13.
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(28)

(29)

(30)

(D)

(32)

33

(34)

no determining criteria for a main establishment. The main establishment of the
processor should be the place of its central administration in the Union.

A group of undertakings should cover a controlling undertaking and its controlled
undertakings, whereby the controlling undertaking should be the undertaking which
can exercise a dominant influence over the other undertakings by virtue, for example,
of ownership, financial participation or the rules which govern it or the power to have
personal data protection rules implemented.

Children deserve specific protection of their persona data, as they may be less aware
of risks, consequences, safeguards and their rights in relation to the processing of
personal data. To determine when an individual is a child, this Regulation should take
over the definition laid down by the UN Convention on the Rights of the Child.

Any processing of personal data should be lawful, fair and transparent in relation to
the individuals concerned. In particular, the specific purposes for which the data are
processed should be explicit and legitimate and determined at the time of the
collection of the data. The data should be adequate, relevant and limited to the
minimum necessary for the purposes for which the data are processed; this requiresin
particular ensuring that the data collected are not excessive and that the period for
which the data are stored is limited to a strict minimum. Personal data should only be
processed if the purpose of the processing could not be fulfilled by other means. Every
reasonable step should be taken to ensure that personal data which are inaccurate are
rectified or deleted. In order to ensure that the data are not kept longer than necessary,
time limits should be established by the controller for erasure or for a periodic review.

In order for processing to be lawful, persona data should be processed on the basis of
the consent of the person concerned or some other legitimate basis, laid down by law,
either in this Regulation or in other Union or Member State law as referred to in this
Regulation.

Where processing is based on the data subject's consent, the controller should have the
burden of proving that the data subject has given the consent to the processing
operation. In particular in the context of a written declaration on another matter,
safeguards should ensure that the data subject is aware that and to what extent consent
isgiven.

In order to ensure free consent, it should be clarified that consent does not provide a
valid legal ground where the individual has no genuine and free choice and is
subsequently not able to refuse or withdraw consent without detriment.

Consent should not provide a valid legal ground for the processing of persona data,
where there is a clear imbalance between the data subject and the controller. This is
especially the case where the data subject is in a situation of dependence from the
controller, among others, where personal data are processed by the employer of
employees personal data in the employment context. Where the controller is a public
authority, there would be an imbalance only in the specific data processing operations
where the public authority can impose an obligation by virtue of its relevant public
powers and the consent cannot be deemed as freely given, taking into account the
interest of the data subject.
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3.4.4.4. Section 4 — Data protection officer

Article 35 introduces a mandatory data protection officer for the public sector, and, in the
private sector, for large enterprises or where the core activities of the controller or processor
consist of processing operations which require regular and systematic monitoring. This builds
on Article 18(2) of Directive 95/46/EC which provided the possibility for Member States to
introduce such requirement as a surrogate of a general notification requirement.

Article 36 sets out the position of the data protection officer.
Article 37 provides the core tasks of the data protection officer.
3.4.4.5. Section 5— Codes of conduct and certification

Article 38 concerns codes of conduct, building on the concept of Article 27(1) of Directive
95/46/EC, clarifying the content of the codes and the procedures and providing for the
empowerment of the Commission to decide on the general validity of codes of conduct.

Article 39 introduces the possibility to establish certification mechanisms and data protection
seals and marks.

345. CHAPTER V - TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR

INTERNATIONAL ORGANISATIONS

Article 40 spells out, as a genera principle, that the compliance with the obligations in that
chapter are mandatory for any transfers of personal data to third countries or international
organisations, including onward transfers.

Article 41 sets out the criteria, conditions and procedures for the adoption of an adeguacy
decision by the Commission, based on Article 25 of Directive 95/46/EC. The criteria which
shall be taken into account for the Commission’s assessment of an adequate or not adequate
level of protection include expressly the rule of law, judicia redress and independent
supervision. The article now confirms explicitly the possibility for the Commission to assess
the level of protection afforded by aterritory or a processing sector within athird country.

Article 42 requires for transfers to third countries, where no adequacy decision has been
adopted by the Commission, to adduce appropriate safeguards, in particular standard data
protection clauses, binding corporate rules and contractual clauses. The possibility of making
use of Commission standard data protection clauses is based on Article 26(4) of Directive
95/46/EC. As a new component, such standard data protection clauses may now also be
adopted by a supervisory authority and be declared generally valid by the Commission.
Binding corporate rules are now specifically mentioned in the legal text. The option of
contractual clauses gives certain flexibility to the controller or processor, but is subject to
prior authorisation by supervisory authorities.

Article 43 describes in further detail the conditions for transfers by way of binding corporate
rules, based on the current practices and requirements of supervisory authorities.

Article 44 spells out and clarifies the derogations for a data transfer, based on the existing

provisions of Article 26 of Directive 95/46/EC. This applies in particular to data transfers
required and necessary for the protection of important grounds of public interest, for example
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(15)

(16)

17)

(18)

(19)

(20)

ey

bodies, offices and agencies, which are subject to Regulation (EC) No 45/2001*, or
the processing of personal data by the Member States when carrying out activities in
relation to the common foreign and security policy of the Union.

This Regulation should not apply to processing of personal data by a natural person,
which are exclusively personal or domestic, such as correspondence and the holding of
addresses, and without any gainful interest and thus without any connection with a
professional or commercial activity. The exemption should aso not apply to
controllers or processors which provide the means for processing persona data for
such personal or domestic activities.

The protection of individuals with regard to the processing of personal data by
competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of crimina penalties, and the free
movement of such data, is subject of a specific legal instrument at Union level.
Therefore, this Regulation should not apply to the processing activities for those
purposes. However, data processed by public authorities under this Regulation when
used for the purposes of prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties should be governed by the more
specific legal instrument at Union level (Directive XX/YYY).

This Regulation should be without prejudice to the application of Directive
2000/31/EC, in particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive.

This Regulation allows the principle of public access to official documents to be taken
into account when applying the provisions set out in this Regulation.

Any processing of personal datain the context of the activities of an establishment of a
controller or a processor in the Union should be carried out in accordance with this
Regulation, regardless of whether the processing itself takes place within the Union or
not. Establishment implies the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements, whether through a branch or a
subsidiary with alegal personality, is not the determining factor in this respect.

In order to ensure that individuals are not deprived of the protection to which they are
entitled under this Regulation, the processing of personal data of data subjects residing
in the Union by a controller not established in the Union should be subject to this
Regulation where the processing activities are related to the offering of goods or
services to such data subjects, or to the monitoring of the behaviour of such data
subjects.

In order to determine whether a processing activity can be considered to ‘monitor the
behaviour’ of data subjects, it should be ascertained whether individuals are tracked on
the internet with data processing techniques which consist of applying a‘profile’ to an
individual, particularly in order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours and attitudes.

OJL 8,12.1.2001, p. 1.
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Article 53 provides the powers of the supervisory authority, in parts building on Article 28(3)
of Directive 95/46/EC and Article 47 of Regulation (EC) 45/2001, and adding some new
elements, including the power to sanction administrative offences.

Article 54 obliges the supervisory authorities to draw up annua activity reports, based on
Article 28(5) of Directive 95/46/EC.

34.7. CHAPTERVII - CO-OPERATION AND CONSISTENCY

3.4.7.1. Section 1— Co-operation

Article 55 introduces explicit rules on mandatory mutual assistance, including consequences
for non-compliance with the request of another supervisory, building on Article 28(6), second
subparagraph, of Directive 95/46/EC.

Article 56 introduces rules on joint operations, inspired by Article 17 of Council Decision
2008/615/JHA¥  including a right of supervisory authorities to participate in such operations.

3.4.7.2. Section 2 — Consistency

Article 57 introduces a consistency mechanism for ensuring unity of application in relation to
processing operations which may concern data subjects in several Member States.

Article 58 sets out the procedures and conditions for an opinion of the European Data
Protection Board.

Article 59 concerns Commission opinions on matters dealt within the consistency mechanism,
which may either reinforce the opinion of the European Data Protection Board or express a
divergence with that opinion, and the draft measure of the supervisory authority. Where the
matter has been raised by the European Data Protection Board under Article 58(3) it can be
expected that the Commission will exercise its discretion and deliver an opinion whenever
necessary.

Article 60 concerns Commission decisions requiring the competent authority to suspend its
draft measure when this is necessary to ensure the correct application of this Regulation.

Article 61 provides for a possibility for the adoption of provisional measures, in an urgency
procedure.

Article 62 sets out the requirements for Commission implementing acts under the consistency
mechanism.

Article 63 provides the obligation to enforce measures of a supervisory authority in all
Member States concerned, and sets out that the application of the consistency mechanismis a
precondition for the legal validity and enforcement of the respective measure.

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime, OJ L 210, 6.8.2008, p. 1.
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Q)

®)

(6)

™

®

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on
the free movement of such data®™ seeks to harmonise the protection of fundamental
rights and freedoms of natural persons in respect of processing activities and to
guarantee the free flow of personal data between Member States.

The economic and socia integration resulting from the functioning of the internal
market has led to a substantial increase in cross-border flows. The exchange of data
between economic and social, public and private actors across the Union increased.
National authorities in the Member States are being called upon by Union law to co-
operate and exchange personal data so as to be able to perform their duties or carry out
tasks on behalf of an authority in another Member State.

Rapid technological developments and globalisation have brought new challenges for
the protection of personal data. The scale of data sharing and collecting has increased
spectacularly. Technology alows both private companies and public authorities to
make use of personal data on an unprecedented scale in order to pursue their activities.
Individuals increasingly make personal information available publicly and globally.
Technology has transformed both the economy and social life, and requires to further
facilitate the free flow of data within the Union and the transfer to third countries and
international organisations, while ensuring an high level of the protection of personal
data.

These developments require building a strong and more coherent data protection
framework in the Union, backed by strong enforcement, given the importance to create
the trust that will allow the digital economy to develop across the internal market.
Individuals should have control of their own personal data and legal and practical
certainty for individuals, economic operators and public authorities should be
reinforced.

The objectives and principles of Directive 95/46/EC remain sound, but it has not
prevented fragmentation in the way data protection is implemented across the Union,
legal uncertainty and awidespread public perception that there are significant risks for
the protection of individuals associated notably with online activity. Differences in the
level of protection of the rights and freedoms of individuals, notably to the right to the
protection of personal data, with regard to the processing of persona data afforded in
the Member States may prevent the free flow of personal data throughout the Union.
These differences may therefore constitute an obstacle to the pursuit of economic
activities at the level of the Union, distort competition and impede authorities in the
discharge of their responsibilities under Union law. This difference in levels of
protection is due to the existence of differences in the implementation and application
of Directive 95/46/EC.

In order to ensure consistent and high level of protection of individuals and to remove
the obstacles to flows of personal data, the level of protection of the rights and
freedoms of individuals with regard to the processing of such data should be
equivalent in all Member States. Consistent and homogenous application of the rules

OJL 281, 23.11.1995, p. 31.
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State where the defendant is established or where the data subject is residing. Where
proceedings concerning the same matter are pending in the consistency mechanism, the court
may suspend its proceedings, except in case of urgency.

Article 76 lays down common rules for court proceedings, including the rights of bodies,
organisations or associations to represent data subjects before the courts, the right of
supervisory authorities to engage in legal proceedings and the information of the courts on
parallel proceedings in another Member State, and the possibility for the courts to suspend in
such ca§ the proceedings.® There is an obligation on Member States to ensure rapid court
actions.

Article 77 sets out the right to compensation and liability. It builds on Article 23 of Directive
95/46/EC, extends this right to damages caused by processors and clarifies the liability of
joint controllers and joint processors.

Article 78 obliges Member States to lay down rules on pendlties, to sanction infringements of
the Regulation, and to ensure their implementation.

Article 79 obliges each supervisory authority to sanction the administrative offences listed in
the catalogues set out in this provision, imposing fines up to maximum amounts, with due
regard to circumstances of each individual case.

34.9. CHAPTER IX - PROVISONS RELATING TO SPECIFIC DATA PROCESSING

STUATIONS

Article 80 obliges Member States to adopt exemptions and derogations from specific
provisions of the Regulation where necessary to reconcile the right to the protection of
personal data with the right of freedom of expression. It is based on Article 9 of Directive
95/46/EC, as interpreted by the Court of Justice of the EU.*

Article 81 obliges Member States, further to the conditions for special categories of data, to
ensure specific safeguards for processing for health purposes.

Article 82 provides an empowerment for Member States to adopt specific laws for processing
personal datain the employment context.

Article 83 sets out specific conditions for processing personal data for historical, statistical
and scientific research purposes.

% Building on Article 5(1) of Council Framework Decision 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exercise of jurisdiction in criminal proceedings, OJ L 328,
15/12/2009, p. 42; and Article 13(1) of Council Regulation (EC) No 1/2003 of 16 December 2002 on
the implementation of the rules on competition laid down in Articles 81 and 82 of the Treaty, OJL 1,
04.01.2003, p.1.

* Building on Article 18(1) of Directive 2000/31/EC of the European Parliament and of the Council of 8
June 2000 on certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market ('Directive on electronic commerce’), OJ L 178, 17.7.2000, p. 1.

“ Cf. for the interpretation, e.g. Court of Justice of the EU, judgment of 16 December 2008, Satakunnan
Markkinaporssi and Satamedia (C-73/07, ECR 2008 p. 1-9831).

15

EN

EN

Article 84 empowers Member States to adopt specific rules on the access of supervisory
authorities to personal data and to premises, where controllers are subject to obligations of

Ssecrecy.

Article 85 alows in the light of Article 17 of the Treaty on the Functioning of the European
Union for the continuous application of existing comprehensive data protection rules of
churchesif brought in line with this Regulation.

3.4.10. CHAPTER X - DELEGATED ACTSAND IMPLEMENTING ACTS
Article 86 contains the standard provisions for the exercise of the delegations in line with
Article 290 TFEU. This allows the legidator to delegate to the Commission the power to

adopt non-legislative acts of general application to supplement or amend certain non-essential
elements of alegidative act (quasi-legislative acts).

Article 87 contains the provision for the Committee procedure needed for conferring
implementing powers on the Commission in the cases where in accordance with Article 291

TFEU uniform conditions for implementing legally binding acts of the Union are needed. The
examination procedure applies.

3.4.11. CHAPTER XI - FINAL PROVISIONS

Article 88 repeal's Directive 95/46/EC.

Article 89 clarifies the relationship to, and amends, the e-privacy Directive 2002/58/EC.
Article 90 obliges the Commission to evaluate the Regulation and submit related reports.
Article 91 sets out the date of the entry into force of the Regulation and atransitional phase as
regards the date of its application.

4. BUDGETARY IMPLICATION

The specific budgetary implications of the proposa relate to the tasks allocated to the
European Data Protection Supervisor as specified in the legislative financial statements
accompanying this proposal. These implications require reprogramming of Heading 5 of the
Financial Perspective.

The proposal has no implications on operational expenditure.

The legidlative financial statement accompanying this proposal for a Regulation covers the

budgetary impacts for the Regulation itself and for the Directive on police and justice data
protection.
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(99)

(200)

(101)

(102)

(103)

(104)

(105)

(106)

While this Regulation applies also to the activities of national courts, the competence
of the supervisory authorities should not cover the processing of persona data when
courts are acting in their judicia capacity, in order to safeguard the independence of
judges in the performance of their judicial tasks. However, this exemption should be
strictly limited to genuine judicia activities in court cases and not apply to other
activities where judges might be involved in, in accordance with national law.

In order to ensure consistent monitoring and enforcement of this Regulation
throughout the Union, the supervisory authorities should have in each Member State
the same duties and effective powers, including powers of investigation, legally
binding intervention, decisions and sanctions, particularly in cases of complaints from
individuals, and to engage in legal proceedings. Investigative powers of supervisory
authorities as regards access to premises should be exercised in conformity with Union
law and national law. This concerns in particular the requirement to obtain a prior
judicia authorisation.

Each supervisory authority should hear complaints lodged by any data subject and
should investigate the matter. The investigation following a complaint should be
carried out, subject to judicial review, to the extent that is appropriate in the specific
case. The supervisory authority should inform the data subject of the progress and the
outcome of the complaint within a reasonable period. If the case requires further
investigation or coordination with another supervisory authority, intermediate
information should be given to the data subject.

Awareness raising activities by supervisory authorities addressed to the public should
include specific measures directed at controllers and processors, including micro,
small and medium-sized enterprises, as well as data subjects.

The supervisory authorities should assist each other in performing their duties and
provide mutual assistance, so as to ensure the consistent application and enforcement
of this Regulation in the internal market.

Each supervisory authority should have the right to participate in joint operations
between supervisory authorities. The requested supervisory authority should be
obliged to respond to the request in a defined time period.

In order to ensure the consistent application of this Regulation throughout the Union, a
consistency mechanism for co-operation between the supervisory authorities
themselves and the Commission should be established. This mechanism should in
particular apply where a supervisory authority intends to take a measure as regards
processing operations that are related to the offering of goods or services to data
subjects in several Member States, , or to the monitoring such data subjects, or that
might substantialy affect the free flow of personal data. It should aso apply where
any supervisory authority or the Commission requests that the matter should be dealt
with in the consistency mechanism. This mechanism should be without prejudice to
any measures that the Commission may take in the exercise of its powers under the
Treaties.

In application of the consistency mechanism, the European Data Protection Board
should, within a determined period of time, issue an opinion, if asimple majority of its
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technological protection measures shall render the data unintelligible to any person
who is not authorised to accessit.

Without prejudice to the controller's obligation to communicate the personal data
breach to the data subject, if the controller has not aready communicated the
personal data breach to the data subject of the personal data breach, the supervisory
authority, having considered the likely adverse effects of the breach, may requireit to
do so.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and requirements as to the
circumstances in which a personal data breach is likely to adversely affect the
personal datareferred to in paragraph 1.

The Commission may lay down the format of the communication to the data subject
referred to in paragraph 1 and the procedures applicable to that communication.
Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

SECTION3
DATA PROTECTION IMPACT ASSESSMENT AND PRIOR
AUTHORISATION

Article 33
Data protection impact assessment

Where processing operations present specific risks to the rights and freedoms of data
subjects by virtue of their nature, their scope or their purposes, the controller or the
processor acting on the controller's behalf shall carry out an assessment of the impact
of the envisaged processing operations on the protection of personal data.

The following processing operations in particular present specific risks referred to in
paragraph 1:

(@ asystematic and extensive evaluation of personal aspects relating to a natural
person or for analysing or predicting in particular the natural person's economic
situation, location, health, personal preferences, reliability or behaviour, which
is based on automated processing and on which measures are based that
produce legal effects concerning the individua or significantly affect the
individual;

(b) information on sex life, hedlth, race and ethnic origin or for the provision of
health care, epidemiological researches, or surveys of mental or infectious
diseases, where the data are processed for taking measures or decisions
regarding specific individuals on alarge scale;

(c) monitoring publicly accessible areas, especially when using optic-electronic
devices (video surveillance) on alarge scale;

(d) personal data in large scale filing systems on children, genetic data or
biometric data;
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the protection of their data to bring on the data subject's behalf proceedings against
that supervisory authority to the competent court in the other Member State.

In situations where the competent supervisory authority established in another
Member State does not act or has teken insufficient measures in relation to a
complaint, the data subject may request the supervisory authority in the Member State
of hisor her habitua residence to bring proceedings against that supervisory authority
to the competent court in the other Member State. The requested supervisory authority
may decide, subject to judicial review, whether it is appropriate to follow the request
or not.

For proceedings against a controller or processor, the plaintiff should have the choice
to bring the action before the courts of the Member States where the controller or
processor has an establishment or where the data subject resides, unless the controller
isapublic authority acting in the exercise of its public powers.

Where there are indications that parallel proceedings are pending before the courts in
different Member States, the courts should be obliged to contact each other. The courts
should have the possibility to suspend a case where a parallel case is pending in
another Member State. Member States should ensure that court actions, in order to be
effective, should allow the rapid adoption of measures to remedy or prevent an
infringement of this Regulation.

Any damage which a person may suffer as a result of unlawful processing should be
compensated by the controller or processor, who may be exempted from liability if
they prove that they are not responsible for the damage, in particular where he
establishes fault on the part of the data subject or in case of force majeure.

Penalties should be imposed to any person, whether governed by private or public law,
who fails to comply with this Regulation. Member States should ensure that the
penalties should be effective, proportionate and dissuasive and should take all
measures to implement the penalties.

In order to strengthen and harmonise administrative sanctions against infringements of
this Regulation, each supervisory authority should have the power to sanction
administrative offences. This Regulation should indicate these offences and the upper
limit for the related administrative fines, which should be fixed in each individual case
proportionate to the specific situation, with due regard in particular to the nature,
gravity and duration of the breach. The consistency mechanism may also be used to
cover divergences in the application of administrative sanctions.

The processing of personal data solely for journalistic purposes, or for the purposes of
artistic or literary expression should qualify for exemption from the requirements of
certain provisions of this Regulation in order to reconcile the right to the protection of
personal data with the right to freedom of expression, and notably the right to receive
and impart information, as guaranteed in particular by Article 11 of the Charter of
Fundamental Rights of the European Union. This should apply in particular to
processing of personal data in the audiovisua field and in news archives and press
libraries. Therefore, Member States should adopt legislative measures, which should
lay down exemptions and derogations which are necessary for the purpose of
balancing these fundamenta rights. Such exemptions and derogations should be
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SECTION 2
DATA SECURITY

Article 30
Security of processing

The controller and the processor shall implement appropriate technica and
organisational measures to ensure a level of security appropriate to the risks
represented by the processing and the nature of the persona data to be protected,
having regard to the state of the art and the costs of their implementation.

The controller and the processor shall, following an evaluation of the risks, take the
measures referred to in paragraph 1 to protect personal data against accidental or
unlawful destruction or accidental loss and to prevent any unlawful forms of
processing, in particular any unauthorised disclosure, dissemination or access, or
ateration of personal data.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and conditions for the
technical and organisational measures referred to in paragraphs 1 and 2, including the
determinations of what constitutes the state of the art, for specific sectors and in
specific data processing situations, in particular taking account of developments in
technology and solutions for privacy by design and data protection by default, unless
paragraph 4 applies.

The Commission may adopt, where necessary, implementing acts for specifying the
requirements laid down in paragraphs 1 and 2 to various situations, in particular to:
(@ prevent any unauthorised access to persona data;

(b) prevent any unauthorised disclosure, reading, copying, modification, erasure or
removal of personal data;

(c) ensurethe verification of the lawfulness of processing operations.

Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 87(2).

Article 31
Notification of a personal data breach to the supervisory authority

In the case of a personal data breach, the controller shall without undue delay and,
where feasible, not later than 24 hours after having become aware of it, notify the
personal data breach to the supervisory authority. The notification to the supervisory
authority shall be accompanied by a reasoned justification in cases where it is not
made within 24 hours.

Pursuant to point (f) of Article 26(2), the processor shall alert and inform the
controller immediately after the establishment of a personal data breach.
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into account the Union's objective under Article 179(1) of the Treaty on the
Functioning of the European Union of achieving a European Research Area.

As regards the powers of the supervisory authorities to obtain from the controller or
processor access personal data and access to its premises, Member States may adopt
by law, within the limits of this Regulation, specific rules in order to safeguard the
professional or other equivalent secrecy obligations, in so far as necessary to reconcile
the right to the protection of personal datawith an obligation of professional secrecy.

This Regulation respects and does not prejudice the status under national law of
churches and religious associations or communities in the Member States, as
recognised in Article 17 of the Treaty on the Functioning of the European Union. Asa
conseguence, where a church in a Member State applies, at the time of entry into force
of this Regulation, comprehensive rules relating to the protection of individuals with
regard to the processing of personal data, these existing rules should continue to apply
if they are brought in line with this Regulation. Such churches and religious
associations should be required to provide for the establishment of a completely
independent supervisory authority.

In order to fulfil the objectives of this Regulation, namely to protect the fundamental
rights and freedoms of natural persons and in particular their right to the protection of
personal data and to ensure the free movement of personal data within the Union, the
power to adopt acts in accordance with Article 290 of the Treaty on the Functioning of
the European Union should be delegated to the Commission. In particular, delegated
acts should be adopted in respect of lawfulness of processing; specifying the criteria
and conditions in relation to the consent of a child; processing of special categories of
data; specifying the criteria and conditions for manifestly excessive requests and fees
for exercising the rights of the data subject; criteria and requirements for the
information to the data subject and in relation to the right of access; the right to be
forgotten and to erasure; measures based on profiling; criteria and requirements in
relation to the responsibility of the controller and to data protection by design and by
default; a processor; criteria and requirements for the documentation and the security
of processing; criteria and requirements for establishing a personal data breach and for
its notification to the supervisory authority, and on the circumstances where a personal
data breach is likely to adversely affect the data subject; the criteria and conditions for
processing operations requiring a data protection impact assessment; the criteria and
requirements for determining a high degree of specific risks which require prior
consultation; designation and tasks of the data protection officer; codes of conduct;
criteria and requirements for certification mechanisms; criteria and requirements for
transfers by way of binding corporate rules, transfer derogations; administrative
sanctions; processing for health purposes; processing in the employment context and
processing for historical, statistical and scientific research purposes. It is of particular
importance that the Commission carry out appropriate consultations during its
preparatory work, including at expert level. The Commission, when preparing and
drawing-up delegated acts, should ensure a simultaneous, timely and appropriate
transmission of relevant documents to the European Parliament and Council.

In order to ensure uniform conditions for the implementation of this Regulation,
implementing powers should be conferred on the Commission for: specifying standard
formsin relation to the processing of personal data of a child; standard procedures and
forms for exercising the rights of data subjects; standard forms for the information to
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(f) assist the controller in ensuring compliance with the obligations pursuant to
Articles 30 to 34;

(g) bhand over al results to the controller after the end of the processing and not
process the personal data otherwise;

(h) make available to the controller and the supervisory authority all information
necessary to control compliance with the obligations laid down in this Article.

3. The controller and the processor shall document in writing the controller's
instructions and the processor's obligations referred to in paragraph 2.

4, If a processor processes persona data other than as instructed by the controller, the
processor shall be considered to be a controller in respect of that processing and shall
be subject to the rules on joint controllerslaid down in Article 24.

5. The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and requirements for the
responsibilities, duties and tasks in relation to a processor in line with paragraph 1,
and conditions which alow facilitating the processing of personal data within a
group of undertakings, in particular for the purposes of control and reporting.

Article 27
Processing under the authority of the controller and processor
The processor and any person acting under the authority of the controller or of the processor

who has access to persona data shall not process them except on instructions from the
controller, unless required to do so by Union or Member State law.

Article 28
Documentation

1 Each controller and processor and, if any, the controller's representative, shall
maintain documentation of all processing operations under its responsibility.

2. The documentation shall contain at least the following information:

(@ the name and contact details of the controller, or any joint controller or
processor, and of the representative, if any;

(b) the name and contact details of the data protection officer, if any;

(c) the purposes of the processing, including the legitimate interests pursued by the
controller where the processing is based on point (f) of Article 6(1);

(d) adescription of categories of data subjects and of the categories of personal
datarelating to them;

58

EN



N4

8¢

€T 'd 'TT02°'2'8Z ‘S5 100 ‘slemod Bunuews|dwi Jo 8s10/8Xe S UOISS IO 3y}
10 SORIS Joqui |\l Ag [041U0D o} swsiueydaw Bulueouod sajdipunid eieusb pue saint ay) umop Bulke|
TTOZ Afeniged 9T 4O [1DUNOD 8U} JO pue JuBwe|led uesdoing 8y Jo TT0Z/Z8T ON (N3) uoienbiey

St

uo Ameal] 8yl Jo G 9Py Ul Ino Jes se Alreipisgns Jo aidioulid ay) Y1im aouepiodde ul
'soJnsesuu 1dope Aew Uoiun 8y} ‘pAS| UoIUN e paAsIyde Jsleq 8q ‘UoNde su JO S108 48
10 8]eas ay) Jo Uoseal Aq ‘810joiaU) Ued pue SAIRIS Jaquuis A 8U1 Aq paAsiyde Apusinins
9( 10UURD ‘UOIUN BY) INoYBNOJY) BIep JO MO} 831} BU) pue SenpIAIpUl Jo uonossloid
JOo pA9| WaeAINbe Ue ainsue 0] Apweu ‘uoirnBay SIYl Jo saAndselqo ay) souis

‘a1inbal
os fouebiun Jo spunosb aAeedw! ‘wsiueyssw AJUSISISUOD Byl Jopun sanLioyine
Aosiniedns Ag paresiunwiwiod seyew o0} Buiepl pue uonssiold Jo pAs| akenbepe
Ue 2INsuUd 10U S30P YdIym uoifesiuedlo feuoifeusdlul Ue Jo Aunod pliyl eyl uiyym
J0308s Bussadoud e Jo Alojusel e Jo Anunod paiyy e o) Buiepl sesed paiisnl Ainp
u1 ‘aleym s1oe Bunuswe dwi ajgedtidde Apeipawwi idope pinoys UoISSIWWoD ayL

‘adoos [eJeushb Jo aJe Ss1Je asoy] Teyl UBAIB ‘wsiteydsw ADUSIS ISUOD
3y} Jepun suoisioep ‘suolresedo uiol ‘souelsisse enminw ‘ve| uolun Aq peazuoyine
10U SaINSOXSIP ‘uoiesiueflo euoieuRIUI UB IO AIUNnod pliyl Tyl UIYIM J010Ss
Buissaoo.d e Jo Alolse) e Jo Anunod paiyl e Ag papJoife uonoslold Jo pAs| aenbape
3y} ‘UOIEO1}I1eD JOJ SWIS|UeYdSW pue spiepuels [ealuyds) ‘uolelnsuod Joud pue
uoires oyine Joud Joj saunpaooid pue swo) uawssasse 19edw| uonodsiod eep e oy
sanpa2o.d pue sprepuels 198 [qns elep sy 01 yJeaiq elep feucssad e JO U1 IuNwiwiod
ayl pue Aoyine Alosinledns syl 01 ydealq erep feuocsied B o uOIRdILIoU
a3yl Joj sainpadoid syl pue Tewloj plepuels ayl ‘Bumsssoodd Jo A1Undss Byl Joy
sjuawaJinbai 913198ds ‘uoRIUBWINJOP 8y} 0} pue 1jMegep Agq pue ubsap Ag uonossioid
Blep 0} J9|(01U02 8U} Jo Al|igISuodsal sy 0} Uo I R. Ul Swioy prepuess ‘Aljiqeriod eep
01 1ybBL 8y ‘‘ssaade Jo b1 3yl 0} UoIeRI Ul Sainpadoid pue swiio) plepuels ‘199(gns
©lep a8yl 0} UOIRWLIOI 8} Joj SWo} plepuers S109fgns eep Jjo siybil ay) Businexe
1o} sw.oj pue sainpsdosd piepuels plIyd B JO JUSSUOD 8y} 0} UOIERJ Ul SWIo)
prepuess BuiAynads jo uondope ayl 10y pasn ag pPINoOys 24npadoJd uoieuILEXS By L

'sas14dJB1UB PAZIS-WNIPSW pUe |[ews ‘0Jd1W Jo} Sainsesw
2141080s JBPISUOD PINOYS UOISSILUWOD 8U} ‘P00 S} Ul “gsiemod Bunuews|dw
JO 3SDX2 SUOKSSILWOD 3Y] Jo SARIS JBguiBN 3yl Ag [0J1U0d Jo) SWSIUeydsw
Bulueouod saidipuud ereush pue sans 8yl umop Buike] TToz Areniged 9T
§O [19UN0D Y} JO pue BRI led teadoin3 8y} J0 TT0Z/28T ON (N3) uoireNBay yim
20UeplodJe Ul pasioexd aq plnoys sjomod asoy “wsiueydsw AJUSISISUod ayl Jepun
SuoIs199p ‘suoiesedo Juiol ‘BouelsIsse feninw (me| uoiun Ag paz1Joyire Jou S9INso (s Ip
‘Uoimesiueblo feuorreulluUl Ue Jo Anuncd paiyl Byl ulylim Joxss Bursssooldd e 1o
Aol e Jo Anunod paiyle Ag paployfe uonasiold Jo pAs| arenbape 8yl {UOIRd1}11BD
Jo} Swsiueydsw pue splepuels [ealuydsl ‘UoMe}Nsucd Joud pue  UoIESLoyIne
Joud Joj saunpaoosd pue swiioy usLussasse 19edw! uondslold eep e oy ssinpadold
pue splepuels ‘199lgns elep ayl 01 ydeaiq elkep feucssiad B JO UOIRdIUNWILIOD 8y} pue
Aoyine Alosiniedns ay) 01 ydesiq eep feuosied B JO UOIRI11I0U 3y} J0j Saunpado.d
3yl pue Tew.lo) prepuels ay) ‘Buisssdoid Jo A1Undss syl Joj sewelinbal o1)10ads
‘UoIeIuBLLINOOP 8yl 01 pue 1jreep Aq pue ubisap Ag uonodsioid elrep 01 JB|j0JU0d
ay) jo Aujigsuodsel ayy 0} uolepd ul swuoy plepuess ‘Aljigerod erp 0} ybu
ay) 'ssa0%e Jo B Yy 03 oI Ul SDINPado.d pue SwIoy piepuess :199[gns eep ayi

(gcT)

(cem)

(teT)

N4

N4

PAS]

‘111 e1deyd urumop pre|siybii s J9algns erep sy businexe 1o} sisenbal
0] puodsal 01 uoIebIqo S.J8[|0]Juod Byl JO JUBW I} 3yl Jo) Sluswalinbai
feuoiresiveflo pue [eILUYIS) ASS3dBU Byl B[0AUcd 3yl Yim Juswesife
ul 91 ‘Bussedold ayl jo ainkeu ayr uanib ajgssod SI SIYl Se rejosul  (3)

$1110u02 8y} Jo uosssiwed Jolid 8yl yim Ajuo Jossaooid sByioue sijue  (p)
‘0 901y 01 wensind saunseaw paJinbal [eaxel  (9)

‘A1enuep1juod Jo uoiebigo Aloines e Jepun
2l 1o AJIjenuspljuod 0] SSARSWIBY] PaNliWod aney oym Jers Auo Aodwe (q)

‘pa1IgIyo.d s1 pesnerep feucsiad auyy
JO Jojsuel) 8yl aeym ‘einonted ul ‘1B1101auU0d 3yl WoJ) suononasul uo Ajuo 1e ()

!|leys Jossaooud ayy
Teys renoinied uil Buirendns pue J8110uod 8y} 0} J0ssa004d ayy Buipuiqg 19e eba| sByio
Jo 19e1u00 e Ag pautenob aq |jeys Josseooud e Aq Buisseooud jo no Bulkied syl

'S9.INSeaW as0y} Y3 IM aoue | [dwiod nsuUd |[eys pue INo paLied
aq 01 Buwsaooid ayy BulueAob sainsesw feuoieziueblo pue sainseaw A1LINOSS
[e21uyds] ay) Jo 109dsas ul fenoited ul 109[gns erep ay Jo sybu syl Jo uonssioid
3yl ainsue pue uolrnBey SIYyl Jo Sewelinbal ayl eew |Im Busssooud ayy
Teyr Aeem e 4ons ul saunpadoud pue saunsesw feuolfesiueblo pue [ealuyosl arklidoidde
Juewe |dwi 0] sseuerend WwepINs Bulpiroid Jossaooud B 8sooyd |feus Je||0JIuod
3y} ‘Jo|101uod ® JO jeysq uo N0 palked aq 03 S| uolessdo Bussaoold e aleymM

10sS9001d
9Z 3PV

"Jjes J8(041u09 By} Jsurefe palel}iulag PINod YdIyM Suoide ebo|

0] 32Ipnfud Noylm aq |eys JB11041u0d ay) Ag aAlrlussaldal e Jo uolreubisap ayL

"9pIsaJ ‘PRJ0}IUOW S| INOIARYSQ SSOUM JO ‘WidY) 0 SIIINISS

Jo spoob Jo Bulieljo ayl 0] Uoirel Ul passaoold alke erp [euosied asoym syeigns

Bep aY} 818UM SITRIS BqLUd [N 950U} JO SUO U PaUS1|eIss 8] |[eUs SAIRRUSsaIdal 8y |

‘uolun 8y} ul Buipsal
S109lgns eep 01 seoIAeS J0 Spoob Ajeuoseddo Auo Buleyo Bjonauod e (p)

Jo ‘Apoq Jo Aioyire oiignde  (9)
J0 ‘suosJed oGz ueyl Jovey BulAojdwe ssudiee ke (q)

10 Tyepmy yiim

90UepJodJe Ul uondeloid Jo S| alenbape Ue sainsue A1Unod paIyl syl eyl
Pap1oap Sey UOISSIWWOoD 8y} ajeym A1junod paiyl e ul paysligeiss Bjjonuode ()

10} Kjdde Jou |[eus uoreB1gO SIU L

N4



EN

(134)

(135)

(136)

(137)

(138)

(139)

European Union. In accordance with the principle of proportionality as set out in that
Article, this Regulation does not go beyond what is necessary in order to achieve that
objective.

Directive 95/46/EC should be repealed by this Regulation. However, Commission
decisions adopted and authorisations by supervisory authorities based on Directive
95/46/EC should remain in force.

This Regulation should apply to all matters concerning the protection of fundamental
rights and freedom vis-&vis the processing of persona data, which are not subject to
specific obligations with the same objective set out in Directive 2002/58/EC, including
the obligations on the controller and the rights of individuals. In order to clarify the
relationship between this Regulation and Directive 2002/58/EC, the latter Directive
should be amended accordingly.

As regards Iceland and Norway, this Regulation constitutes a development of
provisions of the Schengen acquis to the extent that it applies to the processing of
personal data by authorities involved in the implementation of that acquis, as provided
for by the Agreement concluded by the Council of the European Union and the
Republic of Iceland and the Kingdom of Norway concerning the association of those
two Szgtes with the implementation, application and development of the Schengen
acquis™.

As regards Switzerland, this Regulation constitutes a development of provisions of the
Schengen acquis to the extent that it applies to the processing of personal data by
authorities involved in the implementation of that acquis, as provided for by the
Agreement between the European Union, the European Community and the Swiss
Confederation concerning the association of the Swiss Confederation with the
implementation, application and development of the Schengen acquis®.

As regards Liechtenstein, this Regulation constitutes a development of provisions of
the Schengen acquis to the extent that it applies to the processing of persona data by
authorities involved in the implementation of that acquis, as provided for by the
Protocol between the European Union, the European Community, the Swiss
Confederation and the Principality of Liechtenstein on the accession of the Principality
of Liechtenstein to the Agreement between the European Union, the European
Community and the Swiss Confederation on the Swiss Confederation’s association
with the implementation, application and development of the Schengen acquis®.

In view of the fact that, as underlined by the Court of Justice of the European Union,
the right to the protection of personal data is not an absolute right, but must be
considered in relation to its function in society and be balanced with other
fundamental rights, in accordance with the principle of proportionality, this Regulation
respects all fundamental rights and observes the principles recognised in the Charter of
Fundamental Rights of the European Union as enshrined in the Treaties, notably the
right to respect for private and family life, home and communications, the right to the
protection of personal data, the freedom of thought, conscience and religion, the
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4, The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of specifying any further criteria and requirements for
appropriate measures referred to in paragraph 1 other than those already referred to
in paragraph 2, the conditions for the verification and auditing mechanisms referred
to in paragraph 3 and as regards the criteria for proportionality under paragraph 3,
and considering specific measures for micro, small and medium-sized-enterprises.

Article 23
Data protection by design and by default

1 Having regard to the state of the art and the cost of implementation, the controller
shall, both at the time of the determination of the means for processing and at the
time of the processing itself, implement appropriate technical and organisational
measures and procedures in such a way that the processing will meet the
requirements of this Regulation and ensure the protection of the rights of the data
subject.

2. The controller shall implement mechanisms for ensuring that, by default, only those
personal data are processed which are necessary for each specific purpose of the
processing and are especially not collected or retained beyond the minimum
necessary for those purposes, both in terms of the amount of the data and the time of
their storage. In particular, those mechanisms shall ensure that by default personal
data are not made accessible to an indefinite number of individuals.

3. The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of specifying any further criteria and requirements for
appropriate measures and mechanisms referred to in paragraph 1 and 2, in particular
for data protection by design requirements applicable across sectors, products and
services.

4. The Commission may lay down technical standards for the requirements laid down
in paragraph 1 and 2. Those implementing acts shall be adopted in accordance with
the examination procedure referred to in Article 87(2).

Article 24
Joint controllers

Where a controller determines the purposes, conditions and means of the processing of
personal data jointly with others, the joint controllers shall determine their respective
responsihilities for compliance with the obligations under this Regulation, in particular as
regards the procedures and mechanisms for exercising the rights of the data subject, by means
of an arrangement between them.

Article 25
Representatives of controllers not established in the Union

1 In the situation referred to in Article 3(2), the controller shall designate a
representative in the Union.
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This Regulation shall be without prejudice to the application of Directive
2000/3V/EC, in particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive.

Article 3
Territorial scope

This Regulation applies to the processing of personal data in the context of the
activities of an establishment of a controller or a processor in the Union.

This Regulation applies to the processing of personal data of data subjectsresiding in
the Union by a controller not established in the Union, where the processing
activities are related to:

(8 theoffering of goods or services to such data subjects in the Union; or
(b) the monitoring of their behaviour.
This Regulation applies to the processing of personal data by a controller not

established in the Union, but in a place where the national law of a Member State
applies by virtue of public international law.

Article 4
Definitions

For the purposes of this Regulation:

@

@
(©)

4

®)

‘data subject’ means an identified natural person or a natural person who can be
identified, directly or indirectly, by means reasonably likely to be used by the
controller or by any other natural or legal person, in particular by reference to an
identification number, location data, online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that person;

'personal data’ means any information relating to a data subject;

'processing’ means any operation or set of operations which is performed upon
personal data or sets of persona data, whether or not by automated means, such as
collection, recording, organization, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, erasure or destruction;

filing system' means any structured set of personal data which are accessible
according to specific criteria, whether centralized, decentralized or dispersed on a
functional or geographical basis;

‘controller' means the natural or legal person, public authority, agency or any other
body which aone or jointly with others determines the purposes, conditions and
means of the processing of personal data; where the purposes, conditions and means
of processing are determined by Union law or Member State law, the controller or

41
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Article 20
Measures based on profiling

Every natural person shall have the right not to be subject to a measure which
produces legal effects concerning this natural person or significantly affects this
natural person, and which is based solely on automated processing intended to
evaluate certain persona aspects relating to this natural person or to anayse or
predict in particular the natural person's performance at work, economic situation,
location, health, personal preferences, reliability or behaviour.

Subject to the other provisions of this Regulation, a person may be subjected to a
measure of the kind referred to in paragraph 1 only if the processing:

(@) iscarried out in the course of the entering into, or performance of, a contract,
where the request for the entering into or the performance of the contract,
lodged by the data subject, has been satisfied or where suitable measures to
safeguard the data subject's legitimate interests have been adduced, such as the
right to obtain human intervention; or

(b) isexpressy authorized by a Union or Member State law which also lays down
suitable measures to safeguard the data subject's legitimate interests; or

(c) isbased on the data subject's consent, subject to the conditions laid down in
Article 7 and to suitable safeguards.

Automated processing of personal data intended to evaluate certain personal aspects
relating to a natural person shall not be based solely on the special categories of
personal datareferredtoin Article 9.

In the cases referred to in paragraph 2, the information to be provided by the
controller under Article 14 shall include information as to the existence of processing
for ameasure of the kind referred to in paragraph 1 and the envisaged effects of such
processing on the data subject.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and conditions for suitable
measures to safeguard the data subject's legitimate interests referred to in paragraph
2.

SECTIONS
RESTRICTIONS

Article 21
Restrictions

Union or Member State law may restrict by way of alegislative measure the scope of
the obligations and rights provided for in points (a) to (€) of Article 5 and Articles 11
to 20 and Article 32, when such a restriction constitutes a necessary and
proportionate measure in a democratic society to safeguard:
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Union for transfers or a set of transfers of personal data to a controller or processor in
one or more third countries within a group of undertakings,

‘child' means any person below the age of 18 years,

'supervisory authority' means a public authority which is established by a Member
State in accordance with Article 46.

CHAPTERIII
PRINCIPLES

Article5
Principlesrelating to personal data processing

Personal data must be:

(@) processed lawfully, fairly and in a transparent manner in relation to the data
subject;

(b) collected for specified, explicit and legitimate purposes and not further
processed in away incompatible with those purposes,

(c) adequate, relevant, and limited to the minimum necessary in relation to the
purposes for which they are processed; they shall only be processed if, and as
long as, the purposes could not be fulfilled by processing information that does
not involve personal data;

(d) accurate and kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay;

(e) keptin aform which permits identification of data subjects for no longer than
is necessary for the purposes for which the persona data are processed;
personal data may be stored for longer periods insofar as the data will be
processed solely for historical, statistical or scientific research purposes in
accordance with the rules and conditions of Article 83 and if a periodic review
is carried out to assess the necessity to continue the storage;

(f) processed under the responsibility and liability of the controller, who shall

ensure and demonstrate for each processing operation the compliance with the
provisions of this Regulation.

Article 6
Lawfulness of processing

Processing of personal data shall be lawful only if and to the extent that at least one
of the following applies:
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The controller shall carry out the erasure without delay, except to the extent that the
retention of the personal datais necessary:

(@) for exercising the right of freedom of expression in accordance with Article 80;

(b) for reasons of public interest in the area of public health in accordance with
Article 81;

(c) for historical, statistical and scientific research purposes in accordance with
Article 83;

(d) for compliance with alegal obligation to retain the personal data by Union or
Member State law to which the controller is subject; Member State laws shall
meet an objective of public interest, respect the essence of the right to the
protection of personal data and be proportionate to the legitimate aim pursued;

(e) inthe casesreferred to in paragraph 4.
Instead of erasure, the controller shall restrict processing of personal data where:

(@ their accuracy is contested by the data subject, for a period enabling the
controller to verify the accuracy of the data;

(b) the controller no longer needs the persona data for the accomplishment of its
task but they have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subject opposes their erasure and
requests the restriction of their use instead;

(d) the data subject requests to transmit the personal data into another automated
processing system in accordance with Article 18(2).

Personal data referred to in paragraph 4 may, with the exception of storage, only be
processed for purposes of proof, or with the data subject's consent, or for the
protection of the rights of another natural or legal person or for an objective of public
interest.

Where processing of personal data is restricted pursuant to paragraph 4, the
controller shall inform the data subject before lifting the restriction on processing.

The controller shall implement mechanisms to ensure that the time limits established
for the erasure of persona data and/or for a periodic review of the need for the
storage of the data are observed.

Where the erasure is carried out, the controller shall not otherwise process such
personal data.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying:

(@ the criteria and requirements for the application of paragraph 1 for specific
sectors and in specific data processing situations;
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Article 7
Conditions for consent

The controller shall bear the burden of proof for the data subject's consent to the
processing of their personal data for specified purposes.

If the data subject's consent is to be given in the context of a written declaration
which also concerns another matter, the requirement to give consent must be
presented distinguishable in its appearance from this other matter.

The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent
before its withdrawal.

Consent shall not provide alegal basis for the processing, where there is a significant
imbalance between the position of the data subject and the controller.

Article 8
Processing of personal data of a child

For the purposes of this Regulation, in relation to the offering of information society
services directly to a child, the processing of personal data of a child below the age
of 13 years shal only be lawful if and to the extent that consent is given or
authorised by the child's parent or custodian. The controller shall make reasonable
efforts to obtain verifiable consent, taking into consideration available technology.

Paragraph 1 shall not affect the general contract law of Member States such as the
rules on the validity, formation or effect of a contract in relation to a child.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and requirements for the
methods to obtain verifiable consent referred to in paragraph 1. In doing so, the
Commission shall consider specific measures for micro, small and medium-sized
enterprises.

The Commission may lay down standard forms for specific methods to obtain
verifiable consent referred to in paragraph 1. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

Article9
Processing of special categories of personal data
The processing of persona data, revealing race or ethnic origin, political opinions,
religion or beliefs, trade-union membership, and the processing of genetic data or
data concerning heath or sex life or criminal convictions or related security
measures shall be prohibited.

Paragraph 1 shall not apply where:
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information necessary referred to in point (h) of paragraph 1 for specific sectors and
situations, and the conditions and appropriate safeguards for the exceptions laid
down in point (b) of paragraph 5. In doing so, the Commission shall teke the
appropriate measures for micro, small and medium-sized-enterprises.

The Commission may lay down standard forms for providing the information
referred to in paragraphs 1 to 3, taking into account the specific characteristics and
needs of various sectors and data processing situations where necessary. Those
implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 87(2).

Article 15
Right of access for the data subject

The data subject shall have the right to obtain from the controller at any time, on
request, confirmation as to whether or not personal data relating to the data subject
are being processed. Where such personal data are being processed, the controller
shall provide the following information:

(@ the purposes of the processing;
(b) the categories of personal data concerned;

(c) therecipients or categories of recipients to whom the persona data are to be or
have been disclosed, in particular to recipientsin third countries;

(d) the period for which the personal datawill be stored;

(e) the existence of the right to request from the controller rectification or erasure
of personal data concerning the data subject or to object to the processing of
such personal data;

(f) the right to lodge a complaint to the supervisory authority and the contact
details of the supervisory authority;

(g) communication of the personal data undergoing processing and of any
available information as to their source;

(h) the significance and envisaged consequences of such processing, at least in the
case of measures referred to in Article 20.

The data subject shall have the right to obtain from the controller communication of
the personal data undergoing processing. Where the data subject makes the request in
eectronic form, the information shall be provided in eectronic form, unless
otherwise requested by the data subject.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and requirements for the
communication to the data subject of the content of the personal data referred to in

point (g) of paragraph 1.
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Article 10
Processing not allowing identification

If the data processed by a controller do not permit the controller to identify a natural person,
the controller shall not be obliged to acquire additional information in order to identify the
data subject for the sole purpose of complying with any provision of this Regulation.

CHAPTER 111
RIGHTSOF THE DATA SUBJECT

SECTION 1
TRANSPARENCY AND MODALITIES

Article 11
Transparent information and communication

The controller shall have transparent and easily accessible policies with regard to the
processing of personal data and for the exercise of data subjects' rights.

The controller shall provide any information and any communication relating to the
processing of personal data to the data subject in an intelligible form, using clear and
plain language, adapted to the data subject, in particular for any information
addressed specifically to a child.

Article 12
Procedures and mechanisms for exercising the rights of the data subject

The controller shall establish procedures for providing the information referred to in
Article 14 and for the exercise of the rights of data subjects referred to in Article 13
and Articles 15 to 19. The controller shall provide in particular mechanisms for
facilitating the request for the actions referred to in Article 13 and Articles 15 to 19.
Where personal data are processed by automated means, the controller shall also
provide means for requests to be made electronically.

The controller shall inform the data subject without delay and, at the latest within one
month of receipt of the request, whether or not any action has been taken pursuant to
Article 13 and Articles 15 to 19 and shall provide the requested information. This
period may be prolonged for a further month, if several data subjects exercise their
rights and their cooperation is necessary to a reasonable extent to prevent an
unnecessary and disproportionate effort on the part of the controller. The information
shall be given in writing. Where the data subject makes the request in electronic
form, the information shall be provided in electronic form, unless otherwise
requested by the data subject.

If the controller refuses to take action on the request of the data subject, the
controller shall inform the data subject of the reasons for the refusal and on the
possibilities of lodging a complaint to the supervisory authority and seeking a
judicial remedy.
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4, The information and the actions taken on requests referred to in paragraph 1 shall be
free of charge. Where requests are manifestly excessive, in particular because of their
repetitive character, the controller may charge a fee for providing the information or
taking the action requested, or the controller may not take the action requested. In
that case, the controller shall bear the burden of proving the manifestly excessive
character of the request.

5. The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and conditions for the
manifestly excessive requests and the fees referred to in paragraph 4.

6. The Commission may lay down standard forms and specifying standard procedures
for the communication referred to in paragraph 2, including the electronic format. In
doing so, the Commission shall take the appropriate measures for micro, small and
medium-sized enterprises. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

Article 13
Rightsin relation to recipients

The controller shall communicate any rectification or erasure carried out in accordance with
Articles 16 and 17 to each recipient to whom the data have been disclosed, unless this proves
impossible or involves a disproportionate effort.

SECTION 2
INFORMATION AND ACCESSTO DATA

Article 14
Information to the data subject

1 Where personal data relating to a data subject are collected, the controller shall
provide the data subject with at least the following information:

(@ the identity and the contact details of the controller and, if any, of the
controller's representative and of the data protection officer;

(b) the purposes of the processing for which the personal data are intended,
including the contract terms and general conditions where the processing is
based on point (b) of Article 6(1) and the legitimate interests pursued by the
controller where the processing is based on point (f) of Article 6(1);

(c) theperiod for which the personal datawill be stored;

(d) the existence of the right to request from the controller access to and
rectification or erasure of the personal data concerning the data subject or to
object to the processing of such personal data;

(e) the right to lodge a complaint to the supervisory authority and the contact
details of the supervisory authority;
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SECTION 4
DATA PROTECTION OFFICER

Article 35
Designation of the data protection officer

The controller and the processor shall designate a data protection officer in any case
where:

(@) theprocessing is carried out by a public authority or body; or

(b) the processing is carried out by an enterprise employing 250 persons or more;
or

(c) the core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes,
require regular and systematic monitoring of data subjects.

In the case referred to in point (b) of paragraph 1, a group of undertakings may
appoint asingle data protection officer.

Where the controller or the processor is a public authority or body, the data
protection officer may be designated for several of its entities, taking account of the
organisational structure of the public authority or body.

In cases other than those referred to in paragraph 1, the controller or processor or
associations and other bodies representing categories of controllers or processors
may designate a data protection officer.

The controller or processor shall designate the data protection officer on the basis of
professional qualities and, in particular, expert knowledge of data protection law and
practices and ability to fulfil the tasks referred to in Article 37. The necessary level
of expert knowledge shall be determined in particular according to the data
processing carried out and the protection required for the personal data processed by
the controller or the processor.

The controller or the processor shall ensure that any other professional duties of the
data protection officer are compatible with the person's tasks and duties as data
protection officer and do not result in a conflict of interests.

The controller or the processor shall designate a data protection officer for a period
of at least two years. The data protection officer may be reappointed for further
terms. During their term of office, the data protection officer may only be dismissed,
if the data protection officer no longer fulfils the conditions required for the
performance of their duties.

The data protection officer may be employed by the controller or processor, or fulfil
his or her tasks on the basis of a service contract.

The controller or the processor shall communicate the name and contact details of the
data protection officer to the supervisory authority and to the public.
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(h) does not aert on or notify a personal data breach or does not timely or
completely notify the data breach to the supervisory authority or to the data
subject pursuant to Articles 31 and 32;

(i) does not carry out a data protection impact assessment pursuant or processes
personal data without prior authorisation or prior consultation of the
supervisory authority pursuant to Articles 33 and 34,

(j)  does not designate a data protection officer or does not ensure the conditions
for fulfilling the tasks pursuant to Articles 35, 36 and 37;

(k) misuses adata protection seal or mark in the meaning of Article 39;

(I) carries out or instructs a data transfer to a third country or an international
organisation that is not allowed by an adequacy decision or by appropriate
safeguards or by a derogation pursuant to Articles 40 to 44;

(m) does not comply with an order or atemporary or definite ban on processing or
the suspension of data flows by the supervisory authority pursuant to Article
53(1);

(n) does not comply with the obligations to assist or respond or provide relevant
information to, or access to premises by, the supervisory authority pursuant to
Article 28(3), Article 29, Article 34(6) and Article 53(2);

(0) does not comply with the rules for safeguarding professional secrecy pursuant
to Article 84.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of updating the amounts of the administrative fines
referred to in paragraphs 4, 5 and 6, taking into account the criteria referred to in

paragraph 2.
CHAPTER IX

PROVISIONS RELATING TO SPECIFIC DATA PROCESSING

SITUATIONS

Article 80
Processing of personal data and freedom of expression

Member States shall provide for exemptions or derogations from the provisions on
the genera principles in Chapter 11, the rights of the data subject in Chapter 111, on
controller and processor in Chapter 1V, on the transfer of personal data to third
countries and international organisations in Chapter V, the independent supervisory
authorities in Chapter VI and on co-operation and consistency in Chapter VI for the
processing of personal data carried out solely for journalistic purposes or the purpose
of artistic or literary expression in order to reconcile the right to the protection of
personal data with the rules governing freedom of expression.
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(f) to monitor the performance of the data protection impact assessment by the
controller or processor and the application for prior authorisation or prior
consultation, if required pursuant Articles 33 and 34;

(g) to monitor the response to requests from the supervisory authority, and, within
the sphere of the data protection officer's competence, co-operating with the
supervisory authority at the latter's request or on the data protection officer's
own initiative;

(h) to act as the contact point for the supervisory authority on issues related to the

processing and consult with the supervisory authority, if appropriate, on his/her
own initiative.

The Commission shall be empowered to adopt delegated acts in accordance with
Article 86 for the purpose of further specifying the criteria and requirements for
tasks, certification, status, powers and resources of the data protection officer
referred to in paragraph 1.

SECTIONS
CODESOF CONDUCT AND CERTIFICATION

Article 38
Codes of conduct

The Member States, the supervisory authorities and the Commission shall encourage
the drawing up of codes of conduct intended to contribute to the proper application
of this Regulation, taking account of the specific features of the various data
processing sectors, in particular in relation to:

(@) fair and transparent data processing;

(b) thecollection of data;

(c) theinformation of the public and of data subjects;

(d) requests of data subjectsin exercise of their rights;

(e) information and protection of children;

(f) transfer of datato third countries or international organisations;

(g) mechanisms for monitoring and ensuring compliance with the code by the
controllers adherent to it;

(h)  out-of-court proceedings and other dispute resolution procedures for resolving
disputes between controllers and data subjects with respect to the processing of
personal data, without prejudice to the rights of the data subjects pursuant to
Articles 73 and 75.

Associations and other bodies representing categories of controllers or processors in
one Member State which intend to draw up codes of conduct or to amend or extend
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obligation to designate a representative. The penalties provided for must be effective,
proportionate and dissuasive.

Where the controller has established a representative, any penalties shall be applied
to the representative, without prejudice to any penalties which could be initiated
against the controller.

Each Member State shall notify to the Commission those provisions of its law which
it adopts pursuant to paragraph 1, by the date specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting them.

Article 79
Administrative sanctions

Each supervisory authority shall be empowered to impose administrative sanctionsin
accordance with this Article.

The administrative sanction shall be in each individual case effective, proportionate
and dissuasive. The amount of the administrative fine shall be fixed with due regard
to the nature, gravity and duration of the breach, the intentional or negligent
character of the infringement, the degree of responsibility of the natura or legal
person and of previous breaches by this person, the technical and organisational
measures and procedures implemented pursuant to Article 23 and the degree of co-
operation with the supervisory authority in order to remedy the breach.

In case of afirst and non-intentional non-compliance with this Regulation, a warning
inwriting may be given and no sanction imposed, where:

(8 anatural person is processing personal data without acommercia interest; or

(b) an enterprise or an organisation employing fewer than 250 persons is
processing persona data only as an activity ancillary to its main activities.

The supervisory authority shall impose a fine up to 250 000 EUR, or in case of an
enterprise up to 0,5 % of its annual worldwide turnover, to anyone who, intentionally
or negligently:

(@ does not provide the mechanisms for requests by data subjects or does not
respond promptly or not in the required format to data subjects pursuant to
Articles 12(1) and (2);

(b) charges a fee for the information or for responses to the requests of data
subjectsin violation of Article 12(4).

The supervisory authority shall impose a fine up to 500 000 EUR, or in case of an
enterprise up to 1 % of its annual worldwide turnover, to anyone who, intentionally
or negligently:

(@ does not provide the information, or does provide incomplete information, or

does not provide the information in a sufficiently transparent manner, to the
data subject pursuant to Article 11, Article 12(3) and Article 14;
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CHAPTER YV
TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
OR INTERNATIONAL ORGANISATIONS

Article 40
General principlefor transfers

Any transfer of personal data which are undergoing processing or are intended for processing
after transfer to a third country or to an international organisation may only take place if,
subject to the other provisions of this Regulation, the conditions laid down in this Chapter are
complied with by the controller and processor, including for onward transfers of personal data
from the third country or an international organisation to another third country or to another
international organisation.

Article 41
Transferswith an adequacy decision

1 A transfer may take place where the Commission has decided that the third country,
or a territory or a processing sector within that third country, or the international
organisation in question ensures an adequate level of protection. Such transfer shall
not require any further authorisation.

2. When assessing the adequacy of the level of protection, the Commission shall give
consideration to the following elements:

(@ the rule of law, relevant legidation in force, both general and sectoral,
including concerning public security, defence, national security and criminal
law, the professional rules and security measures which are complied with in
that country or by that international organisation, as well as effective and
enforceable rights including effective administrative and judicial redress for
data subjects, in particular for those data subjects residing in the Union whose
personal data are being transferred;

(b) the existence and effective functioning of one or more independent supervisory
authorities in the third country or international organisation in question
responsible for ensuring compliance with the data protection rules, for assisting
and advising the data subjects in exercising their rights and for co-operation
with the supervisory authorities of the Union and of Member States; and

(c) theinternational commitments the third country or international organisation in
question has entered into.

3. The Commission may decide that athird country, or aterritory or a processing sector
within that third country, or an international organisation ensures an adequate level
of protection within the meaning of paragraph 2. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in Article 87(2).

69

EN

EN

Independently of a data subject's complaint, any body, organisation or association
referred to in paragraph 2 shall have the right to lodge a complaint with a supervisory
authority in any Member State, if it considers that a personal data breach has
occurred.

Article 74
Right to ajudicial remedy against a supervisory authority

Each natural or legal person shall have the right to a judicial remedy against
decisions of a supervisory authority concerning them.

Each data subject shall have the right to a judicial remedy obliging the supervisory
authority to act on a complaint in the absence of a decision necessary to protect their
rights, or where the supervisory authority does not inform the data subject within
three months on the progress or outcome of the complaint pursuant to point (b) of
Article 52(1).

Proceedings against a supervisory authority shall be brought before the courts of the
Member State where the supervisory authority is established.

A data subject which is concerned by a decision of a supervisory authority in another
Member State than where the data subject has its habitual residence, may request the
supervisory authority of the Member State where it has its habitual residence to bring
proceedings on its behalf against the competent supervisory authority in the other
Member State.

The Member States shall enforce final decisions by the courts referred to in this
Article.

Article 75
Right to a judicial remedy against a controller or processor

Without prejudice to any available administrative remedy, including the right to
lodge a complaint with a supervisory authority as referred to in Article 73, every
natural person shall have the right to a judicia remedy if they consider that their
rights under this Regulation have been infringed as a result of the processing of their
personal datain non-compliance with this Regulation.

Proceedings against a controller or a processor shall be brought before the courts of
the Member State where the controller or processor has an establishment.
Alternatively, such proceedings may be brought before the courts of the Member
State where the data subject has its habitual residence, unless the controller is a
public authority acting in the exercise of its public powers.

Where proceedings are pending in the consistency mechanism referred to in Article
58, which concern the same measure, decision or practice, a court may suspend the
proceedings brought before it, except where the urgency of the matter for the
protection of the data subject's rights does not allow to wait for the outcome of the
procedure in the consistency mechanism.
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(c) standard data protection clauses adopted by a supervisory authority in
accordance with the consistency mechanism referred to in Article 57 when
declared generaly valid by the Commission pursuant to point (b) of Article
62(1); or

(d) contractual clauses between the controller or processor and the recipient of the
data authorised by a supervisory authority in accordance with paragraph 4.

A transfer based on standard data protection clauses or binding corporate rules as
referred to in points (a), (b) or (c) of paragraph 2 shal not require any further
authorisation.

Where a transfer is based on contractua clauses as referred to in point (d) of
paragraph 2 of this Article the controller or processor shall obtain prior authorisation
of the contractual clauses according to point (a) of Article 34(1) from the supervisory
authority. If the transfer is related to processing activities which concern data
subjects in another Member State or other Member States, or substantially affect the
free movement of personal data within the Union, the supervisory authority shall
apply the consistency mechanism referred to in Article 57.

Where the appropriate safeguards with respect to the protection of personal data are
not provided for in a legally binding instrument, the controller or processor shall
obtain prior authorisation for the transfer, or a set of transfers, or for provisions to be
inserted into administrative arrangements providing the basis for such transfer. Such
authorisation by the supervisory authority shall be in accordance with point (a) of
Article 34(1). If the transfer is related to processing activities which concern data
subjects in another Member State or other Member States, or substantially affect the
free movement of personal data within the Union, the supervisory authority shall
apply the consistency mechanism referred to in Article 57. Authorisations by a
supervisory authority on the basis of Article 26(2) of Directive 95/46/EC shall
remain valid, until amended, replaced or repealed by that supervisory authority.

Article 43
Transfers by way of binding corporate rules

A supervisory authority shall in accordance with the consistency mechanism set out
in Article 58 approve binding corporate rules, provided that they:

(@ arelegally binding and apply to and are enforced by every member within the
controller’s or processor's group of undertakings, and include their employees,

(b) expressly confer enforceable rights on data subjects;
(c) fulfil the requirements laid down in paragraph 2.
The binding corporate rules shall at least specify:

(@) thestructure and contact details of the group of undertakings and its members;
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Article 68
Procedure

The European Data Protection Board shall take decisions by a simple magjority of its
members.

The European Data Protection Board shall adopt its own rules of procedure and
organise its own operational arrangements. In particular, it shal provide for the
continuation of exercising duties when a member’'s term of office expires or a
member resigns, for the establishment of subgroups for specific issues or sectors and
for its proceduresin relation to the consistency mechanism referred to in Article 57.

Article 69
Chair

The European Data Protection Board shall elect a chair and two deputy chairpersons
from amongst its members. One deputy chairperson shall be the European Data
Protection Supervisor, unless he or she has been elected chair.

The term of office of the chair and of the deputy chairpersons shall be five years and
be renewable.
Article 70
Tasks of the chair
The chair shall have the following tasks:

(@ to convene the meetings of the European Data Protection Board and prepare its
agenda;

(b) to ensure the timely fulfilment of the tasks of the European Data Protection
Board, in particular in relation to the consistency mechanism referred to in
Article 57.

The European Data Protection Board shall lay down the attribution of tasks between

the chair and the deputy chairpersonsin itsrules of procedure.

Article 71
Secretariat

The European Data Protection Board shall have a secretariat. The European Data
Protection Supervisor shall provide that secretariat.

The secretariat shall provide analytical, administrative and logistical support to the
European Data Protection Board under the direction of the chair.

The secretariat shall be responsiblein particular for:

(@ theday-to-day business of the European Data Protection Board,;
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The Commission may specify the format and procedures for the exchange of
information by electronic means between controllers, processors and supervisory
authorities for binding corporate rules within the meaning of this Article. Those
implementing acts shall be adopted in accordance with the examination procedure set
out in Article 87(2).

Article 44
Derogations

In the absence of an adeguacy decision pursuant to Article 41 or of appropriate
safeguards pursuant to Article 42, atransfer or a set of transfers of persona datato a
third country or an international organisation may take place only on condition that:

(@) the data subject has consented to the proposed transfer, after having been
informed of the risks of such transfers due to the absence of an adequacy
decision and appropriate safeguards; or

(b) the transfer is necessary for the performance of a contract between the data
subject and the controller or the implementation of pre-contractual measures
taken at the data subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract
concluded in the interest of the data subject between the controller and another
natural or legal person; or

(d) thetransfer is necessary for important grounds of public interest; or

(e) the transfer is necessary for the establishment, exercise or defence of lega
claims; or

(f) thetransfer is necessary in order to protect the vital interests of the data subject
or of another person, where the data subject is physically or legally incapable
of giving consent; or

(g) thetransfer is made from aregister which according to Union or Member State
law is intended to provide information to the public and which is open to
consultation either by the public in genera or by any person who can
demonstrate legitimate interest, to the extent that the conditions laid down in
Union or Member State law for consultation are fulfilled in the particular case;
or

(h) the transfer is necessary for the purposes of the legitimate interests pursued by
the controller or the processor, which cannot be qualified as frequent or
massive, and where the controller or processor has assessed al the
circumstances surrounding the data transfer operation or the set of data transfer
operations and based on this assessment adduced appropriate safeguards with
respect to the protection of personal data, where necessary.

A transfer pursuant to point (g) of paragraph 1 shall not involve the entirety of the

personal data or entire categories of the personal data contained in the register. When
the register is intended for consultation by persons having a legitimate interest, the
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Article 63
Enforcement

For the purposes of this Regulation, an enforceable measure of the supervisory
authority of one Member State shall be enforced in all Member States concerned.

Where a supervisory authority does not submit a draft measure to the consistency
mechanism in breach of Article 58(1) to (5), the measure of the supervisory authority
shall not be legally valid and enforceable.

SECTION 3
EUROPEAN DATA PROTECTION BOARD

Article 64
European Data Protection Board

A European Data Protection Board is hereby set up.

The European Data Protection Board shall be composed of the head of one
supervisory authority of each Member State and of the European Data Protection
Supervisor.

Where in a Member State more than one supervisory authority is responsible for
monitoring the application of the provisions pursuant to this Regulation, they shall
nominate the head of one of those supervisory authorities as joint representative.

The Commission shall have the right to participate in the activities and meetings of
the European Data Protection Board and shall designate a representative. The chair
of the European Data Protection Board shall, without delay, inform the Commission
on al activities of the European Data Protection Board.

Article 65
I ndependence

The European Data Protection Board shall act independently when exercising its
tasks pursuant to Articles 66 and 67.

Without prejudice to requests by the Commission referred to in point (b) of
paragraph 1 and in paragraph 2 of Article 66, the European Data Protection Board
shal, in the performance of its tasks, neither seek nor take instructions from

anybody.
Article 66
Tasks of the European Data Protection Board
The European Data Protection Board shall ensure the consistent application of this

Regulation. To this effect, the European Data Protection Board shall, on its own
initiative or at the request of the Commission, in particular:
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particular their supervisory authorities, where the Commission has decided that they
ensure an adequate level of protection within the meaning of Article 41(3).

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1
INDEPENDENT STATUS

Article 46
Supervisory authority

Each Member State shall provide that one or more public authorities are responsible
for monitoring the application of this Regulation and for contributing to its consistent
application throughout the Union, in order to protect the fundamental rights and
freedoms of natural personsin relation to the processing of their personal data and to
facilitate the free flow of persona data within the Union. For these purposes, the
supervisory authorities shall co-operate with each other and the Commission.

Where in a Member State more than one supervisory authority are established, that
Member State shall designate the supervisory authority which functions as a single
contact point for the effective participation of those authorities in the European Data
Protection Board and shall set out the mechanism to ensure compliance by the other
authorities with the rules relating to the consistency mechanism referred to in Article
57.

Each Member State shall notify to the Commission those provisions of its law which
it adopts pursuant to this Chapter, by the date specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting them.

Article 47
Independence

The supervisory authority shall act with complete independence in exercising the
duties and powers entrusted to it.

The members of the supervisory authority shal, in the performance of their duties,
neither seek nor take instructions from anybody.

Members of the supervisory authority shall refrain from any action incompatible with
their duties and shall not, during their term of office, engage in any incompatible
occupation, whether gainful or not.

Members of the supervisory authority shall behave, after their term of office, with
integrity and discretion as regards the acceptance of appointments and benefits.

Each Member State shall ensure that the supervisory authority is provided with the

adequate human, technical and financial resources, premises and infrastructure
necessary for the effective performance of its duties and powers, including those to
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ensure correct and consistent application of this Regulation, an opinion in relation to
matters raised pursuant to Articles 58 or 61.

Where the Commission has adopted an opinion in accordance with paragraph 1, the
supervisory authority concerned shall take utmost account of the Commission's
opinion and inform the Commission and the European Data Protection Board
whether it intends to maintain or amend its draft measure.

During the period referred to in paragraph 1, the draft measure shall not be adopted
by the supervisory authority.

Where the supervisory authority concerned intends not to follow the opinion of the
Commission, it shall inform the Commission and the European Data Protection
Board thereof within the period referred to in paragraph 1 and provide ajustification.
In this case the draft measure shall not be adopted for one further month.

Article 60
Suspension of a draft measure

Within one month after the communication referred to in Article 59(4), and where
the Commission has serious doubts as to whether the draft measure would ensure the
correct application of this Regulation or would otherwise result in its inconsistent
application, the Commission may adopt a reasoned decision requiring the
supervisory authority to suspend the adoption of the draft measure, taking into
account the opinion issued by the European Data Protection Board pursuant to
Article 58(7) or Article 61(2), where it appears necessary in order to:

(@ reconcile the diverging positions of the supervisory authority and the European
Data Protection Board, if this still appears to be possible; or

(b) adopt ameasure pursuant to point (a) of Article 62(1).

The Commission shall specify the duration of the suspension which shall not exceed
12 months.

During the period referred to in paragraph 2, the supervisory authority may not adopt
the draft measure.

Article 61
Urgency procedure

In exceptional circumstances, where a supervisory authority considers that thereis an
urgent need to act in order to protect the interests of data subjects, in particular when
the danger exists that the enforcement of a right of a data subject could be
considerably impeded by means of an ateration of the existing state or for averting
major disadvantages or for other reasons, by way of derogation from the procedure
referred to in Article 58, it may immediately adopt provisional measures with a
specified period of validity. The supervisory authority shall, without delay,
communicate those measures, with full reasons, to the European Data Protection
Board and to the Commission.

EN
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where this is necessary to protect the independence of the supervisory authority
by means of a staggered appointment procedure;

(e) whether the members of the supervisory authority shall be eligible for
reappointment;

(f)  the regulations and common conditions governing the duties of the members 4,

and staff of the supervisory authority;

(g) therules and procedures on the termination of the duties of the members of the 5.

supervisory authority, including in case that they no longer fulfil the conditions
required for the performance of their duties or if they are guilty of serious
misconduct.

supervisory authority’s law. Such executive powers may be exercised only under the
guidance and, as arule, in the presence of members or staff from the host supervisory
authority. The seconding supervisory authority's members or staff shall be subject to
the host supervisory authority's national law. The host supervisory authority shall
assume responsibility for their actions.

Supervisory authorities shall lay down the practical aspects of specific co-operation
actions.

Where a supervisory authority does not comply within one month with the obligation
laid down in paragraph 2, the other supervisory authorities shall be competent to take
aprovisional measure on the territory of its Member State in accordance with Article
51(1).

) 6. The supervisory authority shall specify the period of validity of a provisiona
Article 50 measure referred to in paragraph 5. This period shall not exceed three months. The
Professional secrecy supervisory authority shall, without delay, communicate those measures, with full
The members and the staff of the supervisory authority shall be subject, both during and after gﬁ]ﬂsthtgé};; ?ﬁ%ﬂ;ﬁ;gﬁtg;gﬁgﬁr: Aarr;?dtg 5t$ e Commission and shall
their term of office, to a duty of professional secrecy with regard to any confidential
information which has come to their knowledge in the course of the performance of their SECTION 2
official duties. CONSISTENCY
SECTION 2
DUTIESAND POWERS
Article 57
Consistency mechanism
Article 51 For the purposes set out in Article 46(1), the supervisory authorities shall co-operate with
Competence each other and the Commission through the consistency mechanism as set out in this section.
1 Each supervisory authority shall exercise, on the territory of its own Member State,
the powers conferred on it in accordance with this Regulation. Article 58
. ) o Opinion by the European Data Protection Board
2. Where the processing of personal data takes place in the context of the activities of
an establishment of a controller or a processor in the Union, and the controller or 1. Before a supervisory authority adopts a measure referred to in paragraph 2, this
processor is established in more than one Member State, the supervisory authority of supervisory authority shall communicate the draft measure to the European Data
the main establishment of the controller or processor shall be competent for the Protection Board and the Commission.
supervision of the processing activities of the controller or the processor in al
Member States, without prejudice to the provisions of Chapter VII of this 2. The obligation set out in paragraph 1 shall apply to a measure intended to produce
Regulation. legal effects and which:
3. The supervisory authority shall not be competent to supervise processing operations (@) relates to processing activities which are related to the offering of goods or

of courts acting in their judicial capacity.

Article 52
Duties

1 The supervisory authority shall:

(@ monitor and ensure the application of this Regulation;

EN 77 EN EN

services to data subjects in severa Member States, or to the monitoring of their
behaviour; or

(b) may substantialy affect the free movement of personal data within the Union;
or

(c) aimsat adopting alist of the processing operations subject to prior consultation
pursuant to Article 34(5); or
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Article 53
Powers

Each supervisory authority shall have the power:

(@) to notify the controller or the processor of an alleged breach of the provisions
governing the processing of personal data, and, where appropriate, order the
controller or the processor to remedy that breach, in a specific manner, in order
to improve the protection of the data subject;

(b) to order the controller or the processor to comply with the data subject's
requests to exercise the rights provided by this Regulation;

(c) to order the controller and the processor, and, where applicable, the
representative to provide any information relevant for the performance of its
duties;

(d) to ensure the compliance with prior authorisations and prior consultations
referred to in Article 34;

(e) towarn or admonish the controller or the processor;

(f)  toorder the rectification, erasure or destruction of all data when they have been
processed in breach of the provisions of this Regulation and the notification of
such actionsto third parties to whom the data have been disclosed;

(g) toimposeatemporary or definitive ban on processing;

(h) to suspend data flows to a recipient in a third country or to an international
organisation;

(i) toissueopinionson any issue related to the protection of personal data;

(i) toinform the national parliament, the government or other political institutions
aswell as the public on any issue related to the protection of persona data.

Each supervisory authority shall have the investigative power to obtain from the
controller or the processor:

(@) accessto al persona data and to all information necessary for the performance
of itsduties;

(b) accessto any of its premises, including to any data processing equipment and
means, where there are reasonable grounds for presuming that an activity in
violation of this Regulation is being carried out there.

The powers referred to in point (b) shall be exercised in conformity with Union law
and Member State law.

Each supervisory authority shall have the power to bring violations of this

Regulation to the attention of the judicial authorities and to engage in legd
proceedings, in particular pursuant to Article 74(4) and Article 75(2).

79
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4, Each supervisory authority shall have the power to sanction administrative offences,
in particular those referred to in Article 79(4), (5) and (6).

Article 54
Activity report

Each supervisory authority must draw up an annual report on its activities. The report shall be
presented to the national parliament and shall be made be available to the public, the
Commission and the European Data Protection Board.

CHAPTER VII
CO-OPERATION AND CONSISTENCY

SECTION 1
CO-OPERATION

Article 55
Mutual assistance

1 Supervisory authorities shall provide each other relevant information and mutual
assistance in order to implement and apply this Regulation in a consistent manner,
and shall put in place measures for effective co-operation with one another. Mutual
assistance shall cover, in particular, information requests and supervisory measures,
such as requests to carry out prior authorisations and consultations, inspections and
prompt information on the opening of cases and ensuing developments where data
subjectsin several Member States are likely to be affected by processing operations.

2. Each supervisory authority shall take all appropriate measures required to reply to
the request of another supervisory authority without delay and no later than one
month after having received the request. Such measures may include, in particular,
the transmission of relevant information on the course of an investigation or
enforcement measures to bring about the cessation or prohibition of processing
operations contrary to this Regulation.

3. The request for assistance shall contain al the necessary information, including the
purpose of the request and reasons for the request. Information exchanged shall be
used only in respect of the matter for which it was requested.

4, A supervisory authority to which arequest for assistance is addressed may not refuse
to comply with it unless:

(8 itisnot competent for the request; or

(b) compliance with the request would be incompatible with the provisions of this
Regulation.
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established by national competent bodies to an obligation of professional secrecy or
other equivalent obligations of secrecy, where this is necessary and proportionate to
reconcile the right of the protection of persona data with the obligation of secrecy.
These rules shall only apply with regard to personal data which the controller or
processor has received from or has obtained in an activity covered by this obligation
of secrecy.

Each Member State shall notify to the Commission the rules adopted pursuant to
paragraph 1, by the date specified in Article 91(2) at the latest and, without delay,
any subsequent amendment affecting them.

Article 85
Existing data protection rules of churches and religious associations

Where in a Member State, churches and religious associations or communities apply,
at the time of entry into force of this Regulation, comprehensive rules relating to the
protection of individuals with regard to the processing of personal data, such rules
may continue to apply, provided that they are brought in line with the provisions of
this Regulation.

Churches and religious associations which apply comprehensive rules in accordance
with paragraph 1 shall provide for the establishment of an independent supervisory
authority in accordance with Chapter V1 of this Regulation.

CHAPTER X
DELEGATED ACTSAND IMPLEMENTING ACTS

Article 86
Exercise of the delegation

The power to adopt delegated acts is conferred on the Commission subject to the
conditions laid down in this Article.

The delegation of power referred to in Article 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28(5), Article 30(3), Article 31(5), Article 32(5), Article
336), Article 34(8), Article 35(11), Article 37(2), Article 39(2), Article 43(3), Article
44(7), Article 79(6), Article 81(3), Article 82(3) and Article 83(3) shall be conferred
on the Commission for an indeterminate period of time from the date of entry into
force of this Regulation.

The delegation of power referred to in Article 6(5), Article 8(3), Article 9(3), Article
12(5), Article 14(7), Article 15(3), Article 17(9), Article 20(6), Article 22(4), Article
23(3), Article 26(5), Article 28(5), Article 30(3), Article 31(5), Article 32(5), Article
33(6), Article 34(8), Article 35(11), Article 37(2), Article 39(2), Article 43(3),
Article 44(7), Article 79(6), Article 81(3), Article 82(3) and Article 83(3) may be
revoked at any time by the European Parliament or by the Council. A decision of
revocation shall put an end to the delegation of power specified in that decision. It
shall take effect the day following the publication of the decision in the Official
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Article 89
Relationship to and amendment of Directive 2002/58/EC

1 This Regulation shall not impose additional obligations on natural or legal personsin
relation to the processing of personal data in connection with the provision of
publicly available electronic communications services in public communication
networks in the Union in relation to matters for which they are subject to specific
obligations with the same objective set out in Directive 2002/58/EC.

2 Article 1(2) of Directive 2002/58/EC shall be deleted.

Article 90
Evaluation

The Commission shall submit reports on the evaluation and review of this Regulation to the
European Parliament and the Council at regular intervals. The first report shall be submitted
no later than four years after the entry into force of this Regulation. Subsequent reports shall
be submitted every four years thereafter. The Commission shall, if necessary, submit
appropriate proposals with a view to amending this Regulation, and aigning other legal
instruments, in particular taking account of developments in information technology and in
the light of the state of progress in the information society. The reports shall be made public.

Article 91
Entry into force and application

1 This Regulation shall enter into force on the twentieth day following that of its
publication in the Official Journal of the European Union.

2. It shall apply from [two years from the date referred to in paragraph 1].

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Brussels,

For the European Parliament For the Council
The President The President

EN % EN
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11.

12

LEGISLATIVE FINANCIAL STATEMENT

FRAMEWORK OF THE PROPOSAL/INITIATIVE

This financial statement indicates in more detail the requirements in terms of administrative
expenditure in order to put in practice the data protection reform, as explained in the
corresponding impact assessment. The reform includes two legisative proposals, a general
Data Protection Regulation and a Directive on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention,
investigation, detection or prosecution of criminal offences or the execution of crimina
pendlties. Thisfinancial statement covers the budgetary impact of both instruments.

According to the distribution of tasks, resources are required by the Commission and by the
European Data Protection Supervisor (EDPS).

As regards the Commission, the necessary resources are aready included in the proposed
financial perspective 2014-2020. Data protection is one of the objectives of the Rights and
Citizenship' programme, which will also support measures to put the legal framework into
practice. The administrative appropriations including staff requirements are included in the
administrative budget for DG JUST.

As regards the EDPS, the necessary resources will need to be taken into account in the
respective annual budgets for the EDPS. The resources are detailed in the annex of this
financia statement. In order to provide the resources required for the new tasks of the
European Data Protection Board, for which the EDPS will provide the secretariat,
reprogramming of Heading 5 of the financial perspective 2014-2020 will be required.

Title of the proposal/initiative

Proposal for a Regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free flow of such data
(Genera Data Protection Regulation).

Proposal for a Directive of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data by competent authorities for the
purposes of prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and the free movement of such data.

Policy area(s) concerned in the ABM/ABB structure®

Justice — Protection of Personal Data

The budgetary impact concerns the Commission and the EDPS. The impact on the
Commission budget is detailed in the tables of this financia statement. Operationa

49

ABM: Activity-Based Management — ABB: Activity-Based Budgeting.
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143.

1.4.4.

15.

151.

Expected result(s) and impact

Soecify the effects which the proposal/initiative should have on the beneficiaries/groups targeted.

As regards data controllers, both public and private entities shall benefit from more legal
certainty by harmonised and clarified EU data protection rules and procedures creating a level
playing field and ensuring consistent enforcement of data protection rules, as well as a
considerable reduction of administrative burden.

Individuals will enjoy better control of their persona data and trust the digital environment
and will remain protected including when their personal data are processed abroad. They will
also encounter reinforced accountability of those processing personal data.

A comprehensive data protection system will also cover the areas of police and justice,
including and beyond the former 3rd pillar.

Indicators of results and impact

Specify the indicators for monitoring implementation of the proposal/initiative.

(cf. Impact Assessment, Section 8)
Indicators shall be evaluated periodically and shall include the following elements:

. Time and costs spent by data controllers in complying with legislation in * other Member
States

. Resources alocated to DPAS,
. established DPOs in public and private organisations,
. Use made of DPIA,

. number of complaints made by data subjects and compensation received by data
subjects,

. number of cases |leading to prosecution of data controllers,
. fines imposed on data controllers responsible for breaches of data protection.

Groundsfor the proposal/initiative

Requirement(s) to be met in the short or long term

The current divergences in the implementation, interpretation and enforcement of the
Directive by Member States hamper the functioning of the internal market and co-operation
between public authorities in relation to EU policies. This goes against the fundamental
objective of the Directive of facilitating the free flow of personal data in the internal market.
The rapid development of new technologies and globalisation further exacerbates this
problem.
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Expenditure for EDPS relating to specific tasks

1.6. Duration and financial impact
O Proposal/initiative of limited duration
1. O Proposa/initiative in effect from [DD/MM]YYYY to [DD/MM]YYYY
2. O Financid impact fromYYYY toYYYY
M Proposal/initiative of unlimited duration
1. Implementation with a start-up period from 2014 to 20186,
2. followed by full-scale operation.
1.7.  Management mode(s) envisaged™
M Centralised direct management by the Commission
O Centralised indirect management with the delegation of implementation tasks to:
3. O executive agencies
4. O bodies set up by the Communities™
5. O national public-sector bodies/bodies with public-service mission
3. O persons entrusted with the implementation of specific actions pursuant to Title V' of the
Treaty on European Union and identified in the relevant basic act within the meaning of
Article 49 of the Financial Regulation
O Shared management with the Member States
O Decentralised management with third countries
O Joint management with internationa organisations (to be specified)
If more than one management mode isindicated, please provide detailsin the *Comments" section.
Comments
I

51

Details of management modes and references to the Financial Regulation may be found on the BudgWeb site:
http://www.cc.cec/budg/man/budgmanag/budgmanag_en.html
Asreferred to in Article 185 of the Financial Regulation.

EN
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Year Year Year Year enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of theimpact (see point 1.6)
objectives
and outputs OUTPUTS
Averag | 5 , 5 4, 5 5 § § g Total
Type of ecost | 83 83 g g_ ] é 2 2 2 Jo! 2 jo! number
5 output® ofte | €5 Cost £ Cost £5 Cost £5 Cost |ES: Cost | EZ: Cost [E3: Cost of Total cost
output | = z z z Z% Z% Z% outputs
SPECIFIC OBJECTIVE No 1 Secretariat to DP Board
- Output | Cases” ‘ 0.010 30 0.300 40 0.400 | 50 0.500 50 0.500 50 0.500 50 0500 | 50 | 0.500 320 3.200
Sub-total for specific objective N°1 30 0.300 40 0.400 | 50 0.500 50 0.500 50 0.500 50 0500 | 50 | 0.500 320 3.200
SPECIFIC OBJECTIVE No 2 Consistency Mechanism
- Output | Files™ ‘ 0.050 5 0.250 10 0500 | 10 0.500 10 0.500 8 0.400 8 0.400 8 0.400 59 2950
Sub-total for specific objective N°2 5 0.250 10 0500 | 10 0.500 10 0.500 8 0.400 8 0.400 8 0.400 59 2950
SPECIFIC OBJECTIVENo0 3 Common IT tool for DPAs (EDPS)
- Output Cases™ ‘ 0.100 3 0.300 6 0.600 9 0.900 9 0.900 6 0.600 3 0.300 5 0.500 41 4.100
Sub-total for specific objective N°3 3 0.300 6 0.600 @ 9 0.900 9 0.900 6 0.600 3 0300 | 5 0.500 41 4.100
TOTAL COST 38 0.850 56 1500 | 69 I 1.900 ‘ 69 1.900 64 1.500 61 1200 | 63 | 1.400 420 10.250
it Outputs are products and services to be supplied (e.g.: number of student exchanges financed, number of km of roads built, etc.).
o As described in Section 1.4.2. " Specific objective(s)..."
" Cases treated under the consistency mechanism
” Opinions, decisions, procedures meetings of the board.
” The totals for each year estimate the efforts for developing and operating the I T tools

118

EN



N 3 90T

'suoirelidoidde euonippe
ay} JoA0D |IM uossiwwo) ay Ag pue Sdd3 sy Aq paijdde spoyew [0u0d Bunsixg

pabesinus (s)poyew [04U0D

'sased Aousisisuod Jo Buljpuey ayy Joy (suoielidoidde
jeuoieiedo pue aAleSIUIWPE PaRP pue 14 G) UOKSSILUWOD 8yl J0) pue RLePIsS ay)
Buipinoid Joy (suoiresedo pue sweisAs | | Jo) B8 ‘suoirelidoidde aairesedo pue aAlSIUIWPE
arenbape pue 314 ZT) Sdd3 8y} 10} S32IN0sa. [euoippe Salinbal wsiueydsw AJUsiSISU0d ay |

‘uoieoldde JuBISISUODUI S]1 U 1|NSa1 8SIMIBYI0
pinom Jo uokenBay siy} Jo uoiedljdde 1991100 By} 8INSUS PINOM BINSESW 1felp 8y ,ByeyM
0] Se S1gnop SNoLss Sey 11 ajdym ‘uoisioap e 1dope ‘Aresssdsu alym ‘10 uoluido ue anssi Aew
‘uorrenBay siy} Jo uoied|jdde JUBISISUOD pue 1381109 SINSUS 0} JBPJo Ul ‘IYBIlw UosSIWWOD
ayl ‘uoiuido ayr yum Aidwoo o1 sesnps Ajoyire Alosiniedns e 41 Jo ‘) aunpsooud
SIY} PINOYS “J81ew ay} uo uoluido Ue anss| 0} JBpJo Ul PaYNSUod 3q ||IM pfeog UO19910.d
erQ ueadoing syl ‘ssnuoyite serIS Jequi N Aq suosioep Jusbenlp Ajgissod Jo ased uj

*Apoq sy Jo} e LeIss ay) apiaoid
[11M SAdd3 8y L “Aited BuIop 6Z 8101y USLIND 8U1 8de(dal |[IM YOIYM ‘(Sdd3) Josinedns
uonaelold el ueadoing ayl Jo pue sanLoye Alosiaedns feuoieu syl Jo spesy ayl Jo
pasodwiod preog uo139910.d eleq Ueadoing sy} ybnoay aiesedo |[Im WS|Ueydsw ay | “euuew
JUSJBYOD pUe JUBISISU0D B Ul ylomawel) syl Adde saeis Jequis |y ul ssnuoyine Alosinedns
Juspusdapu| eyl BulNsud ‘WS iUeydaw AJUBSISISUOD B 82NpoJUl |[IM Juswnuisul e meu ay L

9AN9911Q Y} pUe suo e nbay ay) 1oy sfesodoud ayy Auedwioade 01 N3 8yl
Ul YJomawel} Uonaaioid erep syl Jo W0 el 8yl JoJ IN0 Palied Usa( Sey UBWSSasS Y 19edw | Uy

paynuep! Sps

WeISAS |011U00 pue JUBWRbERUR |\

Y0} 0s puUe ‘sAaAIns Jepwioreqolng ‘sdoysyiom
‘suolssnasip Wedxe ‘sanloyite uonosioid elep [euolleu 0} Salfeuuonsenb  ‘Syuswinaisul
[efo] ay jo uonreews|dwi syl uo saipnis perbiel Jo dpy ayl ylm palonpuod aq ||IM
suoienens asay ‘palidde aq ||im uomeneAs uo ABOjopoyBW UOISSILUWOD 3yl 'SkeaA Inoy
Kiore aze|(d axe) 019/eY ||IM SUOITEN[eAS JoylNg “UOIeN[AS S} UO [10UN0D 8y} pue juswe||led
ueadoin3 ay) 03 podas Apuenbasgns [[IM UOISSILILIOD Y1 "sjuswiniisul | syl ul papnoul
S| ‘uoifeiuswe|dwl By} aNeAs [[IM UOISSILWOD 3yl YdIym Ag ‘esrejp mainal 1o1dxe uy
‘SjuBWINJISUl [eBd| 8y} Jo 8240} 01Ul A1jud By} JBie Sieah 7 8de|d axe) ||Im uoienens si1y eyl

'SuoIPUOd pue Aousnbe g A310ads
sa[nJ Buirlods ) pue Bulioyiuo N

SIINSVIN LNIFIWIDOVNVIN

¢ec

T¢e

¢¢

¢

N4

N 3 LTT

N4

1oddns [eLIeRI8S pUe SAIRISIUILPY

puuocs.ied rukeIxg

'swesAs sy Jo uoiesedo pue uoieluaws [dw ‘Butiesuibus
sjuewalInbal uo sessaoold 1| ayy Jo dn-mojjo) Areebpng pue weweleuew
19foid ‘lonuod  Aenb ainsue M (S)lequisw el 8|gqisuodsal 8yl
'fHoye o1jgnd U} YHM UOITRWIOJUT B2eys 0} PaB1IGO SK9||04U0D BRp pue
SYdQ [euolieu Ussmiq uondesiul feuolielado ayy Ayljdwis |eus 00} 1| ayL

‘WIS IUeYIswW ASUBISISUOD 8U} JO UOIIRI0AU|
Buninbas feak Jod sased QT 01 G aq Aew syl ‘@ausliBdXe W8I U0 paseqg
'SUOISIOBP UOISSILWOYD JO uolkeledald pue SSklS JequisN Yiim uoirenobou
‘SoNj1JoYITe SOIS BqUB A WOJ) UOISIOEP 104 PORILGNS SOSed JO YdJeasal pue
uo1eBIseAUl apn[oul syse] 'Sa|nJ uonoalold eep N3 Jo uoledldde jo Avun
aInsus 01 Wsiueydsaw Aousisisuod uondalold emep ayl bulresedo ‘siejpuey ased

“1eak Aland pasiueflo ag 01 9y Aew S91NPa204d UOISIDap pue sbussw Og 01
dn ‘sdnoub 1edxe pue sdnoibgns | Buipnjou| ‘siuswelinbai sssade o1jgnd pue
AlEenuepijuod ‘uonseloid eep wenspl ayr Buipnoul dnolb ayy Jo Miom ayl
01 BurepJ SluBINJOp 8y Jo swaleuew ‘dnolb ay) Jo epuslie ay) uo sy lgns
U0 Yo.Jeasal ‘suoieliAul Ledxe pue sepusbe Buisew Jo uoirereds.d syl sepnjoul
SIY} ‘senssi [enioenuod pue Arepbpng Buipnjul ‘Woddns sonsiBo| woly
Jedy ‘pleog uo1o9101d eled 8y} Jo eleploss ay) Jo abfeyd ul Sed14o ¥sed

sjuebe Arelodwe) pue s iHO

:IN0 Pa1IIed 3 01 sysey Jo uondiosag



2.3.

Measuresto prevent fraud and irregularities

Specify existing or envisaged prevention and protection measures

Existing fraud prevention measures applied by the EDPS and by the Commission will cover
the additional appropriations.
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Annex to Legidative Financial Statement for proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals regarding the processing of
personal data.

Applied methodology and main underlying assumptions

The costs related to the new tasks to be carried out by the European Data Protection
Supervisor (EDPS) stemming from the two proposals have been estimated for staff
expenditure on the basis of the costs incurred by the Commission currently for similar tasks.

The EDPS will host the secretariat of the European Data Protection Board replacing the
Article 29 Working Party. On the basis of the Commission current workload for this task, this
results in the need for 3 additional FTE plus corresponding administrative and operational
expenditure. Thisworkload will commence from the entry into force of the Regulation.

Furthermore, the EDPS will have a role in the consistency mechanism which is expected to
require 5 FTEs, and in developing and operating a common IT tool for national DPAS, which
will require 2 additional staff members.

The calculation of the increase in the required staff budget for the first seven yearsis presented in more
detail in the table below. A second table shows the required operational budget. This will be
reflected in the Budget of the EU in Section I X EDPS.

Amount (in thousands)

Cost type Calculation
2014 | 2015 | 2016 | 2017 2018 2019 | 2020 | Total
Salaries and
allowances
- of EDPB Chair 0.300 | 0.300 | 0.300 | 0.300 0.300 | 0.300 | 0.300 | 2.100

- of which officials
and temporary agents

- of which SNEs =1*0.073 | 0.073 0.073 0.073 0.073 0.073 0.073 0.073 0.511

=7*0.127 0.889 0.889 0.889 0.889 0.889 0.889 0.889 6.223

- of which contract
=2*0.064 | 0.128 | 0.128 | 0.128 | 0.128 0.128 | 0.128 | 0.128 | 0.896

agents

Expenditure related to

pen =10*0.005 | 0.025 | 0.025 | 0.013 | 0.013 0.013 | 0.013 | 0.013 | 0.113
recruitment

Mission expenses 0.090 | 0.090 | 0.090 | 0.090 0.090 | 0.090 | 0.090 | 0.630

Other expenses,

foe =10%0.005 | o. ! ! . ) ) ! .
traini ng 0.050 0.050 0.050 0.050 0.050 0.050 0.050 0.350

Total Administrative
1555 | 1555 | 1543 | 1543 1543 | 1543 | 1.543 | 10.823

expenditure
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Number of budget line

[ commi )

| Payments [ e

Appropriations of an  administrative  nature  financed
from the envelope for specific programmes™

Number of budget line €]
- =1+la

TOTAL appropriations Commitments +3
for DG Payments o

. - [ commi @

TOTAL operational appropriations [ Peyments 5

* TOTAL appropriations of an administrative nature
financed from the envelope for specific programmes

C)

of the multiannual financial framework Payments | =5+8

TOTAL appropriations Commitments | =4+ 6

under HEADING 3

If morethan one heading is affected by the proposal / initiative:
* TOTAL operational appropriations

Commitments @

Payments ©

* TOTAL appropriations of an administrative nature
financed from the envel ope for specific programmes

L Commi —r

TOTAL appropriations = e
under HEADINGS 1to 4

of the multiannual financial framework | Payments =5+6

(Reference amount)

Heading of multiannual financial

R —— ‘ 5 ‘ Administrative expenditure

57

EN

Technical and/or administrative assistance and expenditure in support of the implementation of EU programmes and/or actions (former "BA" lines), indirect
research, direct research.

109

managing DG under the annual alocation procedure and in the light of budgetary
constraints.

Description of tasks to be carried out:

Officials and temporary agents

Case handlers, operating the data protection consistency mechanism to ensure
unity of application of EU data protection rules. Tasks include investigation
and research of cases submitted for decision from Member States authorities,
negotiation with Member States and preparation of Commission decisions.
Based on recent experience, 5 to 10 cases per year may reguire invocation of
the consistency mechanism.

The handling of adequacy requests requires direct interaction with the
requesting country, possibly the management of expert studies on the
conditions in the country, assessment of the conditions, preparation of the
relevant Commission decisions and of the process, including of the Committee
assisting the Commission and any expert bodies as appropriate. Based on
current experience, up to 4 adequacy requests can be expected per year.

The process of adopting implementing measures includes preparatory
mesasures, such as issue papers, research and public consultations, as well as
the drafting of the actual instrument and management of the negotiation
process in the relevant Committees and other groups, as well as stakeholder
contacts in general. Across the areas requiring more precise guidance, up to
three implementing measures may be handled per year, while the process may
take up to 24 months, depending on the intensity of consultations.

External personnel

Administrative and secretarial support

EN

3.2.4.  Compatibility with the current multiannual financial framework

12. O Proposal/initiative is compatible with the next multiannual financial
framework.
13 o Proposal/initiative will entail reprogramming of the relevant heading in

the multiannual financial framework.

The table below indicates the amounts of financial resources required annually by the EDPS
for its new tasks of providing the secretariat of the European Data Protection Board and the
related procedures and tools over the period of the next financia perspective, in addition to
those already included in the planning.

Year 2014 2015 2016 2017 2018 2019 2020 Total
Staff etc 1.555 1.555 1.543 1.543 1.543 1.543 1.543 10.823
Operations | 0.850 1.500 1.900 1.900 1.500 1.200 1.400 10.250
Total 2.405 3.055 3.443 3.443 3.043 2.743 2.943 21.073

4. O Proposal/initiative requires application of the flexibility instrument or
revision of the multiannual financial framework®”.

& See points 19 and 24 of the Interinstitutional Agreement.
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Estimated impact on operational appropriations

6. M The proposal/initiative does not require the use of operational appropriations

A high level of protection of personal datais also one of the objectives of the Rights and Citizenships Programme.

7. O The proposa/initiative requires the use of operational appropriations, as explained below:

Commitment appropriationsin EUR million (to 3 decimal places)

Year Year Year Year ... enter as many years as necessary to show the TOTAL
Indicate N=2014 N+1 N+2 N+3 duration of theimpact (see point 1.6)
objectives
and outputs OUTPUTS
Avera Ei q H @ @ H . H Total
Typeot | © |BE EE 38 EE RS 58 28 umbe o
oupu® | % [ES Cost |EZ Cos | EF Cox | EF | Cox |EZ Cox [ES Cox |EZ Cot | rof  OF
e ofthe |25 23 25 23 zZg =S Zg output
output s

SPECIFIC OBJECTIVE No 1

-—Output__| Files” | [ 1] [ [ [ [ [ [ [

Sub-total for specific objective N°1 | | | [ | | | | | |

SPECIFIC OBJECTIVE No 2

-Output [ Cases” |

Sub-total for specific objective N°2

TOTAL COsT

Outputs are products and services to be supplied (e.g.: number of student exchanges financed, number of km of roads built, etc.).
Opinions, decisions, procedures meetings of the board.
Cases treated under the consistency mechanism

111 E N

3.2.3.

3.2.3.1. Summary

Estimated impact on appropriations of an administrative nature

8. O The proposd/initiative does not require the use of administrative
appropriations
9. M The proposal/initiative requires the use of administrative appropriations, as
explained below:
EUR million (to 3 decimal places)
Y ear
2
N® ;&aé Year 2016 | Year 2017 | Year 2018 | Year 2019 | Year 2020 | TOTAL
2014
HEADING 5
of the multiannual
financial framework
Human resources 2922 2.922 2.922 2.922 2.922 2.922 2.922 20.454
Other administrative
expenditure 0.555 0.555 0.555 0.555 0.555 0.555 0.555 3.885
Subtotal HEADING
5
of the multiannual
financial framework 3.477 3.477 3477 3477 3477 3477 3477 24.339
Outside HEADING 5%
of the multiannual
financial framework
Human resources
Other expenditure
of an administrative
nature
Subtotal
outside HEADING 5
of the multiannual
financial framework
TOTAL 3477 3477 3477 3477 3477 3477 3477 24339

Year N isthe year in which implementation of the proposal/initiative starts.
Technical and/or administrative assistance and expenditure in support of the implementation of EU

programmes and/or actions (former "BA" lines), indirect research, direct research.

EN
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